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Financial institutions worldwide are under constant pressure in the current financial climate to 
maintain technological safeguards that help combat cyber-attacks’ ever-prevalent risk. It is 
increasingly significant for financial institutions to identify and address their Information 
Technology (IT) weaknesses in IT security and governance to protect their financial holding 
and, most importantly, their stakeholders’ financial interests. 
 
The methods of identifying and mitigating IT weaknesses partially fall under the banner of the 
corporate governance of a company. In a South African context, the financial institutions listed 
on the Johannesburg Stock Exchange (JSE) are required to ensure that they are in 
compliance with the KING IV Code for all financial year ends starting on or after 1 April 2017. 
The KING IV Code requires all listed companies on the JSE to apply and explain all the 
principles of KING IV and report all required disclosures, such as the disclosures included in 
principle 12 relating to IT governance.   
 
This study sought to investigate whether the financial institutions listed on the JSE comply with 
the disclosure requirements of principle 12 of KING IV. This is done to assist in the mitigation 
against potential cyber-attacks and other IT risks. IT security and governance are currently 
topical in the banking environment following the cyber-attacks banks have increasingly faced 
over recent years.  
 
The present study’s results identified several risks, including IT-related issues and grievances 
that indicated the need for more robust IT governance, increased transparency, and 
accountability in the financial institutions of South Africa listed on the JSE. This study further 
revealed that even though the financial institutions are required to comply with KING IV fully, 
this is not the case. This may indicate that they do not fully comprehend the compliance 
requirements of KING IV, nor how to deal with the increase in cyber-attacks experienced by 
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The 3rd industrial revolution introduced electronics, information technology (IT), and 
automated production to the world, in which the world started its journey to becoming a global 
village. Now in the 4th revolution of cyber-physical systems, we see the blurring of technology 
in every aspect of our everyday lives. With this new revolution, the once stable and risk-
controlled financial sectors are facing new threats, resulting in the loss of highly confidential 
information and money (Morgan, 2016). A financial institution1 is an organisation involved and 
engaged in dealing with financial and monetary transactions. Financial institutions cover 
various business operations, including banks, investment dealers, and insurance companies 
(Hayes, 2020). 
 
In the contemporary economic environment, cyber-attacks are one of the greatest threats to 
financial institutions. One such cyber-attack took place in 2015, whereby Kaspersky Lap 
discovered that an estimated amount of US$1 billion was stolen from approximately 100 
financial institutions world-wide via bank frauds on the Society for Worldwide Interbank 
Financial Telecommunications’ System (SWIFT) banking messaging service (Bankmuscat, 
2017). A further attack took place in 2016, where US$ 81 million was stolen from the 
Bangladesh central bank account at the New York Federal Reserve with the use of 
compromised malware (Reuters, 2016). A more recent cyber-attack victim was Finstra, a 
banking technology company in London with more than 9 000 customers, including 90 of the 
top 100 global banks. Finstra was hit with a ransomware attack, resulting in several servers 
crashing, affecting many banking clients (Crosman, 2020). 
 
Cyber-attacks come in many different forms, including business email compromise (BEC), 
distributed denial of service (DDoS), malware, phishing, and ransomware. These cyber-attack 
methods have been ranked as the top five most common cyber-attack threats facing financial 
institutions (FINRA, 2016). Cyber-attacks represent information security threats to banks. For 
stakeholders, it is essential how banks manage these IT security threats. The banks’ 
stakeholders include various individuals, entities, and companies in both the private and public 
 
1 Interchangeably referred to as financial institutions or banks that are listed on the JSE. The major 
categories of financial institutions include central banks, retail and commercial banks, internet banks, 
credit unions, savings, and loans associations, investment banks, investment companies, brokerage 
firms, insurance companies, and mortgage companies (Horton, 2020). 
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sectors. This, as well as the bank’s influence on global markets, makes them an enticing target 
for cyber-attacks (FINRA, 2016). 
 
Gorbikoff (2017) notes that 91.7% of the world’s money exists in digital form. For this reason, 
criminals are no longer following the traditional methods of physically robbing banks. In the 
current age, there are no longer massive cash bank robberies. Criminals are now targeting a 
much larger piggy bank – digital money. The world’s money in totality is worth an estimated 
US$ 60 trillion. This includes money circulating the world as well as investments, markets, and 
funds. Of this, only an estimated US$5 trillion worth of money is physically printed and 
circulating the world (Gorbikoff, 2017).  
 
A primary issue with money circulating in intercontinental transactions is the authorisation of 
the financial institutions’ transactions. With the technological environment continually evolving, 
there has been a constant need to keep the communication channels between banks secure 
and protected (Gorbikoff, 2017). 
 
The new ‘Society for Worldwide Interbank Financial Telecommunications’ system (SWIFT) is 
used by most banks worldwide to perform cross-border money and security transfers between 
the respective banks. The SWIFT system itself is only a messaging system between banks; it 
does not perform the funds’ actual transfer (Seth, 2017). However, like all systems, the SWIFT 
system has a weakness. If cyber-attackers were to hack into the messaging system, they 
would request unauthorised transfers from other banks (Seth, 2017). This is a similar method 
used by criminals in the Bangladesh case. In this case, the difference is that the criminals 
managed to cover-up this manipulation by altering the SWIFT software on the Bangladesh 
Banks computers (Reuters, 2016). 
 
Banks face an added threat daily: the threat of over-reliance on third parties like SWIFT. Banks 
have limited control over the third parties themselves and cannot control the third parties risk 
management controls. The reliance on the SWIFT system resulted in the cyber-attack on the 
Bangladesh central bank account (Swift, 2016).  
 
Breach of confidential records also poses a significant risk to the operation of financial 
institutions. In February 2020 alone, 623 million records were breached. The following 
companies were a few among the 623 million records attacked: 
 




● The breach of employee data at Ordinance Survey; and  
● A gambling firm linked to Golden Entertainment becoming entangled in a phishing 
scam (Irwin, 2020).  
 
In a release by New Zealand’s central bank, it was estimated that cyber-attacks could wipe 
out about 2 – 3% of the banking and insurance industries’ profits each year, highlighting the 
industry’s need to counter these threats. A cyber-attack could cost an average of  
NZ$ 104 million for the financial sector and NZ$ 38 million for the insurance sector annually 
(Reuters, 2020).  
 
Consequently, stakeholders need to depend on the security and governance of the banking 
system. In the South African banking environment, a specific governance framework is 
applicable to the banks, namely the KING Code. The KING Code can be defined as a 
corporate governance report that determines all the principles, philosophies, practices, and 
outcomes that serve as the benchmark for good corporate governance in South African 
companies. The KING Code is not a legislative requirement for the banking sector but instead 
a Johannesburg Stock Exchange (JSE) listing requirement. The KING Code is one of the 
several listing requirements that need to be met by JSE listed banks in South Africa (KING, 
2016). KING IV is the most recent publication of the KING Code (KING IV, 2016). 
 
KING IV can be described as a structured report that the management and those charged with 
governance2 of a company are expected to align themselves with. The Code covers a set of 
17 principles embodying good corporate governance and best practice. By their mandate, they 
are responsible for ensuring that the principles of good corporate governance are put into 
effect in terms of the Companies Act 71 of 2008 (KING IV, 2016). 
 
There are specific disclosure requirements regarding IT governance in the KING IV Code, 
explicitly incorporating the recommended practices for companies to protect themselves 
against cyber-attacks. These requirements fall under principle 12. The definition of principle 
12 is:  
“The governing body should govern technology and information in such a way that 
supports the organisation setting and achieving its strategic objectives” (Institute of 
Directors in Southern Africa (IoDSA), 2016, p. 62).  
 
 
2 Governing body previously referred to as board of directors in King I, King II and King III. In this 
study the concept of governing body or rather those charged with governance will be used when 
referring to King IV, and board of directors for prior versions of the King Code. 
4 
 
Principle 12 requires management and the the governing body to maintain transparency, 
security, and good corporate governance of their IT systems. Therefore, IT security is a 
requirement of good corporate governance under the listing requirements of the JSE (IoDSA, 
2016). Included in principle 12 is a list of four recommended disclosures relating to IT 
governance. These four IT-related disclosure requirements are new to the KING Code and 
were not evident in the previous three versions of the King Code (IoDSA, 2016). 
 
Bollen et al. (2013) note that before the implementation of KING IV, there was no single public 
disclosure source where information on IT governance activities could be acquired. Investors 
had to examine several documents to understand the IT governance policies for a company. 
However, the annual integrated report has become the medium most preferred by investors 
and companies for communicating details and information related to IT governance. Thus, 
with the implementation and application of KING IV, it is expected that the required IT 
governance disclosures will be included in companies’ integrated annual reports (Bollen et al., 
2013), given that the framework provides additional guidance on IT governance.  
 
According to Deloitte (2014), IT risk and its corresponding governance assure internal controls’ 
effectiveness in the financial operations to those charged with this role.  However, this has not 
been given the required important status in the role it plays in providing assurance. 
Accordingly, Deloitte (2014) came to the possible conclusion that companies are not yet 
prepared to disclose to their stakeholders and shareholders how effective they consider their 
risk management structures to be. This relates to a study conducted by Gunawardena and 
Ramesh (2014), where IT governance was identified as an integral component of overall good 
corporate governance. IT governance contributes to the value of the business processes in 
both the financial environment and the operating environment.  
 
In a related study on IT governance disclosures of South African Telecommunications 
Companies, it was determined that some companies listed on the JSE were not fully compliant 
with KING IV for their 2018 financial year-end. However, these companies did include being 
fully compliant for the 2019 year-end (Lengana, 2018). Similarly, a further study found that 
South African state-owned entities’ IT governance disclosures were not fully compliant with IT 
governance disclosures related to King III (Vutabwarova, 2018). Furthermore, Vutabwarova 
(2018) concluded that none of the state-owned entities of South Africa disclosed IT 




1.2 Research Problem and Question 
 
Financial institutions are continually updating their IT security. There is room for improvement 
due to the constantly evolving technological environment. Financial institutions are, however, 
falling behind in terms of cyber-protection from cyber-security risks in comparison to other 
industries (SecurityScorecard, 2016). The Verizon data breach investigation report states that 
the financial industry is rated number one for all security incidents with confirmed information 
losses. Thus, the financial industry still needs to improve its basic controls and procedures. 
When cyber-attackers become aware of these vulnerabilities, they will exploit them 
(SecurityScorecard, 2016).   
 
The result of the frequent cyber-attacks that financial institutions experience, whether through 
third parties or not, raises the risk that the bank’s IT security may not be up to standard to 
mitigate cyber-attacks and other related risks. This problem may be a result of non-compliance 
with IT governance disclosure requirements in terms of KING IV (SecurityScorecard, 2016). 
Therefore, the purpose of the study is to analyse the extent to which financial institutions listed 
on the JSE disclose their compliance with IT security and governance requirements. This is 
done according to KING IV in their annual integrated reports or other published governance 
documents, such as the sustainability report, social and ethics committee report, or other 
online published governance reports, as referenced in the integrated reports (IoDSA, 2016).   
 
The study shall aim to provide answers to the following research questions: 
1. To what extent do financial institutions listed on the JSE comply with technology and 
information disclosure requirements according to the KING IV Code? 
2. To what extent do financial institutions disclose the cyber-attacks experienced during 
a financial period? 
 
1.3 Research Objective 
 
This research study’s primary objective is to evaluate the extent of the IT security and 
governance disclosures of financial institutions listed on the JSE as per KING IV. The 
secondary objective is to determine the extent to which financial institutions disclose the cyber-




1.4 Research Design 
 
Research design can be described as “the plan or blueprint that the researcher will use in 
conducting the research” (Klopper, 2008). This proposed research will use published 
integrated annual reports of banks listed on the JSE or other governance documents included 
and referenced in the integrated reports. The banks have published such data in order for 
stakeholders and shareholders to make informed and relevant decisions, if any are to be 
made, concerning the listed banks.  
 
1.4.1 Research Methodology 
 
Included in the research design is the methodology that the research shall follow to complete 
the study. A qualitative research methodology approach shall be adopted in this study. 
Qualitative research is, at its core, a type of social science research method that collects non-
numerical data to interpret such data into understanding (Crossman, 2017).  
In terms of the proposed research, a qualitative methodology approach seemed the most 
viable due to performing a content analysis of the data obtained. Content analysis can be 
determined “as a technique for systematically describing written, spoken, or visual 
communications” (Ucdavis, n.d.).  
 
1.4.2 Method of Collecting Data 
 
The selection method shall include purposive sampling.  Purposive sampling can be defined 
as judgemental or selective sampling (Bullard,2020). The purposive sample shall include all 
the financial institutions listed on the JSE beneath the banking sector of the JSE. The inclusion 
of all the banks listed is because five of the six JSE listed banks hold the majority of the market 
capitalisation, therefore allowing the research to be performed on most of the population of 
the banks listed in South Africa. The six banks comprise ABSA, ABSA Group, Nedbank, 
Sasfin, Capitec, and Standard Bank.  
 
Writer (2019) notes that five of the six banks listed on the JSE are the most prominent South 
African Banks. Capitec bank holds the highest number of clients in the country, Standard Bank 
has the largest income base and holds the top core capital, FNB holds the place of best client 




1.5 Contribution of the study 
 
This study will build on the research material of the KING Code in terms of KING IV as per the 
IT governance principles. By building upon the latest King Code literature, future researchers 
may have viable and trustworthy literature to rely on in their research expeditions.  
Furthermore, this study investigates whether the banks listed on the JSE comply with the 
disclosure requirements of principle 12 of King IV to assist in the mitigation against potential 
cyber-attacks and other IT risks.   
 
IT security and governance are currently topical in the banking environment following the 
cyber-attacks banks have increasingly faced over the recent years, as noted in the background 
of the research study. By building on the KING Code research accumulated from previous 
studies, future studies, as well as banks listed on the JSE, may benefit from this study in order 
to assess whether or not they fully comply with the disclosure requirement of principle 12 of 
KING IV.  
 
The significance of this research is to provide a contribution that can be used by financial 
institutions or fellow researchers to review current IT governance disclosure policies or to 
assist in the formulation of IT governance policies. It can also assist financial institutions not 
listed on the JSE in comparing their IT governance disclosures to those of JSE listed financial 
institutions to assess their level of compliance to KING IV. Using this, entities not listed on the 
JSE can perform a correlation between their own IT risks and the impact IT governance would 
have in mitigating these risks.  
 
To date, IT governance disclosure has been tested on several other industries in South Africa, 
such as telecommunications industries (Lengana, 2018), the cloud storage environment (Ally; 
2016), and state-owned entities (Vutabwarova, 2018). To the best of the researcher’s 
knowledge, no study has been performed on the IT governance disclosures and cyber-attacks 
in the banking industry of South Africa. 
 
1.6 Compliance with Ethical Standards 
 
For this study, only published data will be used, including the integrated annual reports and 
governance reports of the South African JSE listed financial institutions. This data is publicly 
available on each of the financial institution’s websites to be used by stakeholders. 
Ethical clearance has been obtained from the Higher Education Institution to conduct this 
study. As an ethical consideration in the empirical study that is to occur, the JSE listed financial 
institutions shall be issued a number at random for the sake of comparison of disclosure 
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requirements met. The reader shall have no knowledge of which financial institution correlates 
to which randomly issued number. In Chapter 4, pseudonyms such as Bank 1, Bank 2, Bank 
3, Bank 4, Bank 5, and Bank 6 shall be used, and no mention of the entities actual names 
appear in the analysis of results, even though their integrated reports and governance reports 
are publicly available documents.  
 
1.7 Limitations of the Study 
 
This limited scope dissertation deals with the IT security and governance disclosures as per 
KING IV principle 12 of South African JSE listed banks. This forms part of the financial sector 
of the JSE. This study shall focus on the existing body of knowledge and data collected in 
terms of the adopted research and design methodology. The integrated reports and 
governance reports of the banks used will be within the time frame of 31 December 2018 and 
31 December 2019.  
 
Due to the imposed limitation on the dissertation’s length and depth, the data collected in this 
study shall be restricted to an analysis of the extent to which JSE listed banks disclose their 
IT security and governance and potential cyber-attacks in their integrated annual reports.  
 
1.8 Proposed Structure of the Study 
 
This research study consists of 5 chapters. They will be laid out as follows: 
 
Chapter 1: Introduction  
 
This chapter will include the background of the research study, including reasons for 
the study. After that, it shall include the research problem, the research objectives, the 
research design, compliance with ethical standards, the study’s scope and limitations, 
and finally, the study’s proposed structure.  
 
Chapter 2: Literature Review 
 
Chapter 2 shall include a literature review on the importance of IT governance in South 
African banks listed on the JSE. The banking industry’s current cybersecurity risks 
shall be discussed and defined, including the available methods for banks to follow to 
mitigate the current risks faced. After that, the IT security and governance concept 
shall be defined in terms of the banking industry. The new disclosure requirements in 
terms of KING IV principle 12 technologies and information governance shall be 
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discussed in terms of the South African environment. This chapter will introduce the 
relationship between IT risks, such as cyber-attacks and IT governance.  
 
Chapter 3: Research design and methodology  
 
Chapter 3 will outline the research design, methodology, and approach chosen in this 
study. This will include an explanation of the research process used to evaluate the 
extent of IT security and governance disclosure in South African banks listed on the 
JSE. These relevant disclosures are contained in the banks’ integrated annual reports 
and governance reports as per the terms of KING IV principle 12.  
 
Chapter 4: Research findings 
 
In chapter 4, the extent of IT security and governance disclosures in the integrated 
annual reports of listed JSE banks will be evaluated in terms of KING IV. This data 
shall be obtained from a question checklist, which shall be analysed, interpreted, and 
linked to the source of data discussed in chapter 2. The purpose of chapter 4 is to 
discover the link between the literature review and the integrated reports and 
determine the extent of compliance to KING IV required IT governance disclosures. 
 
Chapter 5: Conclusion 
 
In chapter 5, the final chapter of the study, the significant research findings collected 
from the source data will be summarised, taking into account the study’s imposed 
limitations. This chapter shall also include alternative avenues of possible future 
research and a conclusion of the dissertation in line with the limitations of the study. 
 
1.9 Conclusion and Summary 
 
Chapter 1 outlined the background to the dissertation topic, namely the cyber-attacks 
experienced by financial institutions and the latest KING IV Code. It further outlined the 
research methodology to be followed in completing the empirical study in Chapter 4 and the 
ethical considerations and limitations of the study.  
 
Chapter 2 will focus on the cyber-attacks experienced by financial institutions with specific 
emphasis on banks and the IT governance disclosures by financial institutions listed on the 
JSE. The financial institutions in South Africa and worldwide have been the main focal point 
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for most cyber-attackers. This is because most of the currency worldwide is in a digital form 




CHAPTER 2 LITERATURE REVIEW 
 
2.1  Introduction  
 
Chapter 2 will introduce the literature review to obtain an understanding of the overall impact 
of cyber-attacks, with specific emphasis on financial institutions. This chapter will also 
introduce the various types of cyber-attacks experienced not only in business but also by 
individuals. After that, KING IV will be introduced with a specific focus on principle 12 
concerning IT governance. This chapter introduces the need to perform an empirical study on 




The advancement in technology has resulted in the 4th industrial revolution, which has 
revolutionised modern businesses’ efficiency (Ndung & Signe, 2020). The more available and 
accessible information allows businesses to achieve higher levels of productivity based on 
how the information is interpreted. Technology is capable of being integrated into a business’s 
operation. This has resulted in the need for sophisticated systems that can protect the 
business’s confidential information (Giles, 2016).  
 
The 4th industrial revolution is characterised by the fusion of several elements, including digital, 
biological, and physical worlds. There is a growing need for and use of new technologies, such 
as Artificial Intelligence (AI), cloud computing, robotics, and the internet of things (IoT). In 
essence, the 4th industrial revolution refers to how technologies such as AI, cloud computing, 
and the IoT are merging with individuals’ physical lives. This latest revolution has ushered in 
a new era of economic disruption (Schulze, 2019). Successful businesses are those that have 
become the disruptors (Ndung & Signe, 2020).  
 
In the current day and age, individuals and businesses live in a world intertwined in a complex 
web of networks – ranging from online applications to physical infrastructure (Sibi 
Chakkaravarthy et al., 2018). From retail to banking, companies across all industries are 
endeavouring to incorporate and exploit these new technologies. Technology, and more 
specifically, digital technology, has become deeply intertwined in individuals’ lives, both 
socially and economically. If one were to try and separate the ‘tech’ from the ‘non-tech’, it 
could be noted that the ‘non-tech’ has become redundant (Schulze, 2019).  
 
As more companies are bringing their data online to embrace the 4th industrial revolution, there 
is a growing need for information security professionals who understand how to use 
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information risk management to minimise their cybersecurity risks. These cybersecurity risks 
include the risk that cyber-attackers may steal, alter, or destroy their target’s data by hacking 
into a vulnerable system (Tunggal, 2020).  
 
Network security, which was once an option, has become a priority (Sibi Chakkaravarthy et 
al., 2018). According to the Cambridge Dictionary, a cyber-attack can be defined as “an illegal 
attempt to harm someone’s computer system or the information on it, using the internet”. 
(Cambridge University Press, 2020). Cyber-attacks have become one of the prime concerns 
globally (Sibi Chakkaravarthy et al., 2018).  
 
A further definition of cyber-attack includes deliberate exploitation of computer systems or 
technology-dependent enterprises and networks. Cyber-attacks are malicious codes sent to 
alter computer code, logic, or data, resulting in disruptive consequences that can compromise 
data and lead to adverse outcomes, such as information and identity theft (Technopedia, 
2019). A cyber-attack is thus an attack from one or more computers against multiple 
computers or networks. Cyber-attacks can further be separated into two types. The first type 
being an attack to disable another computer or to knock it offline. The second type is an attack 
to gain access to other computer data or obtain administration privileges (Fruhlinger, 2018). 
 
The number of cyber-attacks has steadily increased over the years. In 2016, 758 million 
malicious attacks occurred, with an attack being launched every 40 seconds. It is expected 
that the costs of cybercrime damages are expected to hit US$ 5 trillion in the year 2020 
(Outpost2, 2018).  
 
The cyber-attack threat range is diverse and multi-national. Companies are not facing cyber-
attacks from their local hackers; they are facing cyber-attacks from across the world. For 
example, a company may be situated in America, and its hackers which instigate the cyber-
attacks, may be situated in China. It seems that the more digital a company is, the more the 
internet becomes both the solution and the problem with cyber-attacks. According to a report 
issued by the U.S. Federal Emergency Management Agency, there has been a 650% increase 
in cyber-attacks between 2006 and 2010. Hence, the threat of cyber-attacks is constantly 
intensifying (Ulsch, 2014).  
 
As the world is currently facing a pandemic in dealing with the novel Coronavirus (COVID-19), 
there is the risk that this virus will lead to more cyber-attacks. While the whole world is 
undoubtedly focused on the systematic threat posed by COVID-19, cyber-attackers from 
around the world are most likely looking to capitalise on the crisis by launching a different kind 
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of cyber “virus”. Most technologically driven companies allow their employees to work remotely 
to reduce the spreading of the COVID-19 virus. These companies may eventually have to face 
the prospect of functioning on little to no personnel on-site or having their skeleton crew 
running IT services and other essential support functions for the company. In this pandemic, 
both employers and employees need to take the utmost care to protect themselves and 
confidential company information (Sharton, 2020).  
 
Ulsch (2014) notes that companies in all industries are not prepared for increasingly 
sophisticated and frequent cyber-attacks. Additionally, the level of awareness of cyber threats 
is low for that of executive management and the governing body (Ulsch, 2014). 
 
Currently, in the financial industry, cyber-attacks are one of the greatest threats faced. In 2015, 
Kaspersky uncovered a massive cyber-attacker criminal ring using Carbanak malware to 
infect the bank’s internal money-processing services and automated teller machines (ATMs). 
Carbanak malware is an Advanced Persistent Threat (APT) type of malware that infiltrates the 
victim’s network, looking for critical systems they can use for cashing money out. Once 
Carbanak has stolen a significant amount of money, they abandon the victim. The main feature 
of Carabanak is that it does not see data but money as its primary target. (Kaspersky, 2019). 
By the time the criminal ring was uncovered and discovered, an estimated 100 banks in 30 
countries had been affected, losing approximately US$1 billion (Harrison, 2019). 
 
In another cyber-attack case in February 2016, a further US$ 100 million was stolen from 
Bangladesh’s central bank. Not long afterwards, the Russian Central bank disclosed that 
cyber-attackers had stolen more than US$ 31 million (two billion Rubles) from the central bank 
and commercial banks (Kuepper, 2018). It can be seen that there are new variants of malware 
that have surfaced; however, some of the old tactics, such as phishing, are still in prominent 
use as they are still thriving. Times have changed from when thieves would case a bank to 
decide their best form of attack. Thieves are currently using deceptive means to breach the 
bank’s defences, using tactics such as malware and phishing (Harrison, 2019). SWIFT, the 
banks’ major messaging network, warned that these kinds of cyber-attacks could be expected 
to rise (Kuepper, 2018). The banking industry has been struggling to keep up with the ever-
advancing technological innovation, especially given the regulations governing the financial 
sector (Kupper, 2018). 
 
South Africans are also coming under heightened attacks from cyber-attackers and hackers 
(Niselow, 2018). In a release in June 2019, there were five identified massive data breaches 




The first incident is the Liberty email hack, where clients of Liberty received Short Messaging 
Services (SMS) early one Saturday morning, notifying them that Liberty had its email 
repository breached by a third party. The third-party was trying to demand a ransom in 
exchange for the stolen data. It was later disclosed that none of Liberty’s clients experienced 
a financial loss due to the breach (Niselow, 2018).  
 
The second incident relates to the online ViewFines license website, where there was a breach 
of 943 000 South African drivers’ personal records. This information reportedly contained the 
names, identity numbers, and email addresses of South African drivers stored on the 
ViewFines website (Niselow, 2018).  
 
The third incident relates to the social media giant Facebook. While Mark Zuckerberg had to 
face the lawmakers in America and the European Union, it was reported that the data breach 
affected 60 000 South Africans. However, no evidence could be found of any South Africans 
being targeted as most of the users targeted were in America (Niselow, 2018). 
 
The fourth incident relates to the breach of over 60 million South Africans’ personal data, 
including identification numbers (ID). This resulted from the Master Deed’s data breach, with 
the stolen information being traced to Jigsaw holdings – a holding company for several real 
estate firms including Realty 1, ERA, and Aida. The information reportedly came from credit 
bureau agencies and was used to vet potential clients. However, it was determined at the end 
of the investigation that the information was not hacked but was stored in an easily accessible 
manner on an open web server (Niselow,2018).  
 
The last incident relates to the movie theatre chain Ster-Kinekor, where up to seven million 
South Africans fell victim to a data leak in March 2017. It was discovered that there was a flaw 
in the movie theatre’s booking website, which had stored between six and seven million South 
Africans’ data. This vulnerability was duly repaired (Niselow, 2018).  
 
Since the release of the five massive data breaches in South Africa, it was identified in August 
2019 that there had been a significant spike in South African cyber-attacks, with over 10 000 
cyber-attacks attempted per day. There was a 22% increase in malware attacks in the first 
quarter of 2019 compared to the first quarter of 2018. This translated to about 13 842 cyber-
attacks per day. This involved cyber-attacks on critical infrastructure systems such as nuclear 
facilities, dam control facilities, electricity facilities, and water treatment facilities (Smith, 2019).  
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In a release of South Africa’s latest digital banking crime statistics on the 4th of October 2018 
by The South African Banking Risk Information Centre (SABRIC), it was revealed that in 2017 
there were 13 438 cyber-attacks online, on mobiles and internet banking systems (SABRIC, 
2019). The cyber-attackers made use of state-of-the-art technology and managed to steal and 
defraud South Africans out of R 250 million in a single year (Hosken, 2018).  
 
In a statement released by SABRIC, it was said that between January and August 2018, there 
had been a 64% increase in cyber-attacks, with a 100% increase in mobile banking application 
attacks, and a 50% increase in online banking cyber-attacks (Hosken, 2018). Cyber-attacks 
in South Africa increased by 22% from January to March 2019 compared to the number of 
cyber-attacks from January to March 2018 (Hosken, 2018). 
 
SABRIC’s CEO, Kalyani Pillay, said that cyber-attackers are continually looking for ways to 
exploit digital platforms to defraud victims. It was mentioned that since banks have been 
deploying ‘robust’ mitigation strategies, it has become easier for cyber-attackers to target 
individuals since they are seen as the “weakest link”. Kalyani Pillay further mentioned that 
cyber-attackers are skilled at using social engineering to manipulate their victims into divulging 
their personal information (Hosken, 2018). According to Pillay,  
 
“They capitalise on the fact that not all digital banking clients are digitally literate and 
exploit this vulnerability. Using technology‚ coupled with social engineering‚ criminals 
can gather sufficient information to impersonate victims‚ bypassing bank security 
protocols” (Hosken, 2018, np).  
 
On 25 October 2019, several South African local banks (FNB, Standard Bank, ABSA and 
Capitec) were hit with a wave of cyber-attacks. The wave of ransom-driven Distributed Denial 
of Service (DDoS) attacks targeted various services across these banks. Cyber-attackers 
attempt to crash the financial institutions’ websites by overwhelming them with a flood of fake 
traffic or digital requests. The attack started with a ransom note delivered by email to both 
unattended and staff email addresses, all of which were publicly available. The cyber-attack 
was done by a criminal group calling themselves the Shadow Kill Hackers. However, it must 
be noted that the attack had no impact on local clients who were able to access the bank’s 
websites and applications (Fin24, 2019).  
 
There are numerous methods that cyber-attackers may make use of during the cyber-attack. 
The methods are versatile, encouraging individuals and companies to be vigilant of the various 
cyber-attacks and their risks. Some of the common attack vectors include phishing attacks, 
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Structured Query Language (SQL) Injection attacks, and DDOS attacks (Sibi Chakkaravarthy 
et al., 2018). According to the National Cyber Security Centre, cyber-attack types can be split 
into two categories, namely targeted cyber-attacks and un-targeted cyber-attacks (National 
Cyber Security Centre, 2016). 
 
Targeted cyber-attacks can be identified as an attack that has been set out to obtain specific 
information from the company as the attacker has a specific interest in the business. The 
planning and groundwork for a targeted attack can take a long time to identify the best routes 
into the company’s system to exploit the system. A targeted attack is usually, more often than 
not, more damaging to a company’s operating system since the attack was tailor-made for the 





A spear-phishing attack can be identified as an attack where the cyber-attacker sends 
an email to a targeted individual in a company that could contain an attachment with 
malicious software or a link that downloads malicious software (National Cyber 
Security Centre, 2016). 
 
Distributed Denial of Service attacks (DDOS) 
 
The DDoS attack overwhelms a machine, software or system with traffic, which allows 
for the time to rummage through the available resources while making access very 
difficult for many users. This type of attack is common and rewarding for cyber-
attackers in getting a hold of critical data for either an individual or an organisation (Sibi 




A supply chain attack is to attack the equipment of the targeted company or software 
that has been delivered to the company. As such, the supply chain attack usually 
relates to the purchase of new software or computer equipment that has a weakness 
(National Cyber Security Centre, 2016).  
17 
 
SQL Injection attacks 
 
SQL is a standard programming language for relational databases. It is one of the older 
types of code, however, it is the most widely implemented database language. SQL 
can be used to share and manage data, particularly data that is found in relational 
database management systems, which include data organized into tables (Pickett, 
2020).When a database makes use of SQL as a backend tool, some precautions need 
to be taken to maintain the applicable functioning of the system. An attack on an SQL 
system may result in havoc in the database (Sibi Chakkaravarthy et al., 2018). 
 
Untargeted cyber-attacks are when the attacker selects targets at random or haphazardly and 
tries to target as many devices, services, and users as possible. The attackers do not focus 
on a specific individual or company as the software, and the devices that they are attacking 
holds several vulnerabilities that they can take advantage of. Untargeted attacks are less 
damaging to the individuals and companies in comparison to targeted attacks. The following 





Phishing attacks occur where the cyber-attacker pretends to be a legitimate individual 
or organisation and uses email as the necessary tool in accessing the confidential 
information. These companies include those who are partners of the organisation who 
the cyber-attackers intend to corrupt. Employers have cautioned for employees not to 
click on the links within emails. This is one of the pre-emptive measures that can be 
taken (Sibi Chakkaravarthy et al., 2018). A phishing attack may also result in a phishing 
virus which is a form of malware that is installed on the employee’s computer. This 
phishing virus is then used to obtain sensitive data from employees’ computer, such 




A water holing cyber-attack is usually done on the internet. The attacker will set up a 
fake or copy website, or even compromise a legitimate website to exploit the users 
who visit the website (National Cyber Security Centre, 2016). The cyber-attacker will 
generally seek to compromise a specific group of users by infecting websites that are 
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regularly used. The goal is usually to infect a targerted users computer in order to gain 
access to the company network of the target group (Bacon, 2020).  
 
Ransomware and scanning 
 
A ransomware attack is where an attacker would distribute a disk encrypting extortion 
malware which ultimately releases a virus into the software, corrupting or damaging 
data saved, if the ransomware is not removed properly and carefully. This type of 
malicious software infects the users computer and displays a message demanding a 
ransom to be paid to the cyber-attacker for the user’s system to work (Kaspersky, 
2020). A scanning attack is a wide attack whereby the attacker would target a bundle 
of users or websites at random, either on or via the internet (National Cyber Security 
Centre, 2016).  
 
2.3 Response to Cyber-Attacks 
 
From the above targeted and un-targeted cyber-attacks, there are various ways in which a 
bank can seek to protect itself (Harrison, 2018). The IT teams of banks have, over the years, 
increased security over the protection of customers’ information to mitigate various threats 
such as credit limits, fraud, and identity theft. However, there are some ideas as to how IT 
teams can better improve their network security and better secure their vault (Harrison, 2018). 
 
First, the IT team should respond as if the network has already been breached. By behaving 
in this manner, IT teams can better prioritise the most business-critical parts of the network 
and use network segmentation as a strategy. By behaving in this manner, the IT team can 
limit the cyber-attackers’ ability to move laterally across a compromised network (Harrison, 
2018).  
 
Second, the IT team can implement or request the implementation of an enterprise-wide 
security policy. A properly developed enterprise-wide security policy may prove crucial for the 
road map of security of any banks’ IT team to maintain an adaptive security architecture. 
Implementing such a policy is a collaborative effort across the enterprise, spanning from the 
network operations to security operations and the Chief Information Officer (Harrison, 2018). 
 
Third, the banks may have a strong security policy that defines how the IT platform behaves; 
however, how can they be sure that the security policy is effective and enforced network-wide. 
Financial institutions must continually ensure that their networks are protected. In doing so, 
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they need to continually monitor their networks for configurations or unauthorised changes 
(Harrison, 2018). The protection, detection, and responses are interdependent for banks 
guarding their networks (PWC, 2018).  
 
When a cyber-attack has occurred, there are five phases in which a cyber-attack will be 
investigated. They are (1) initiation, (2) forensic evidence capture, (3) web and behavioural 
analytics, (4) risk impact analysis, and lastly (5) reporting to constituent groups both internally 
and externally (Ulsch, 2014). 
 
The first phase, initiation, relates to the bank’s data breach management would need to seek 
legal counsel. This is done to ensure that data protection, privacy, and regulatory compliance 
are thoroughly maintained throughout. Once the bank has reached out to their legal counsel, 
they would need to set up a breach investigation management team. This team would include 
the legal counsel and internal IT security specialists who would assist in the investigation. 
Once the investigation has been initiated, the second phase is set to begin (Ulsch, 2014). 
 
In the second phase, being the forensic evidence capture, the breach investigation 
management team would profile and scope out the breach’s dimension as soon as possible. 
This sounds relatively easy; however, it is difficult to perform. Some breaches have occurred 
that have gone undetected for several years in the banking industry. The breach investigation 
team would first and foremost determine the likely population that has been affected. In doing 
so, they would assess the personally identifiable information, the credit card and financial 
account information, employee family information, and intellectual property information. They 
would examine for any internal or external breaches (Ulsch, 2014).  
 
Regarding the third phase, namely the web behavioural analytics phase, the breach 
investigation management team would begin with the web page and behavioural analytics by 
evaluating Internet Protocol (IP) addresses, websites, and e-mail addresses to assess the 
breach’s level potential damage. This way, they can determine any toxic IP addresses and 
possible threat sources as there may have been multiple breach points in the cyber-attack 
(Ulsch, 2014). 
 
In terms of the fourth phase, being the risk impact analysis, the breach investigation 
management team would perform a risk impact assessment and a root cause analysis to 
determine the extent that the cyber-attack breached the banks’ data. It is usually at this stage 
that the extent of the breach would be determined, and it would be assessed if law 




In the last phase being the fifth phase, the bank would need to work with its legal counsel and 
its advisors to determine the appropriate audience should they need to report the cyber-attack. 
Such audiences would include the key shareholders, insurers, regulators, corporate 
customers. Such a report would be structured to include both a description of the breach and 
intrusion event along with all the relevant dates, finishing off with conclusions and 
recommendations (Ulsch, 2014).    
 
According to the International Finance Corporation (IFC), South Africa is an emerging banking 
industry with framework implementation and Kenya, Mexico, Morocco, Peru, and Turkey. The 
United Nations Environment Programme Finance Initiative (UNEP FI) views South Africa as 
the key country in Africa where banks have been at the forefront of introducing best practices 
in environmental and social risk management to drive change on the continent (IFC, 2018).  
Some regulations have since been introduced in South Africa. The sustainable finance 
framework is still missing some key features, such as technical guidance, supervision, and 
disclosure requirements. This leads to a mixed performance in South Africa’s overall results. 
However, the South African banking industry demonstrates an apparent maturity in its 
approach to sustainable banking and the implementation of good international industry 
practices (IFC, 2018). 
 
As per the IFC, South Africa has several good practices. Namely, the Banking Association, 
with the active participation of 34 South African and international banks, which have since 
developed the voluntary Principles on Social and Environmental Risk Management. Along with 
industry associations and regulatory agencies, the South African National Treasury is leading 
efforts to develop a national shared vision for sustainable finance. The JSE supports 
innovation in green finance through the Financial Times Stock Exchange (FTSE) /JSE 
Responsible Investment Index series and new guidance on the issue of green bonds (IFC, 
2018). 
 
With all emerging banking industries, there are, however, areas of improvement where some 
teething difficulties have been identified such as, the banking regulators such as the Reserve 
Bank and Financial Services Board, do not yet engage with Financial Institutions on 
Environmental and Social risk management during supervision, which would incentivise and 
support improvement by Financial Institutions. The South African market does not yet clearly 
define green finance. Having these definitions would enable green bond issuance and 
financial product innovation by Financial Institutions. Market incentives are also lacking to 




South Africa’s economy is the third-largest in Africa, accounting for 12% of Africa’s gross 
domestic product (GDP). The country has an essential supply of mineral resources and well-
developed financial, legal, communications, energy, and transport sectors. South Africa has 
shifted to an economy driven primarily by the tertiary sector (about 65% of GDP). It is facing 
growing social unrest because of corruption, a high unemployment rate being more than 25%, 
and inequality. On the environmental side, the main issues include impacts of climate change, 
depletion of natural resources, water pollution and scarcity, air pollution-related to mining and 
chemical industries, and waste (IFC, 2018). 
 
The South African financial sector is highly concentrated around the top four banks, namely 
ABSA, Nedbank, Standard Bank, and FirstRand Bank, representing about 83% of total 
banking assets. South Africa has one of Africa’s most sophisticated financial markets and has 
earned a reputation for its sound financial market development. The country has four stock 
exchanges, including JSE Limited, the largest stock exchange in Africa (IFC, 2018). 
 
In totality, as of 2011, 22.5 million individuals, at a minimum, had a bank account (67% out of 
a population). This has identified a growth in the number of people in South Africa that now 
have a bank account compared to the 46% of the population that had a bank account in 2004 
(Bridge,2012). Nine out of ten adults that have a bank account withdraw money from an ATM 
at least once a month, 25% draw cash at a store using their bank cards, and 13% make use 
of cell-phone banking. One of the critical aspects determined is that 34% of people with a bank 
account will instead withdraw all their money from the bank account if any money has been 
deposited imminently (Bridge, 2012).  
 
Despite the progress made from 2004 to 2012, there is still a significant cause of concern: 
only 29% of South African adults are engaged in full-time employment. This places limits on 
the banking industry’s growth potential as there is a limit on the roll-out of many of their 
financial products. However, if banks can make financial markets work for the poor, the 
financial sector can expect an improvement in the various channels available to communicate 
with them (Bridge, 2012). 
 
In 2019, three new banking entrants emerged into the South African Market, namely Discovery 
Bank, Bank Zero, and TymeBank. According to Jordan Weir, a trader at Citadel, with the three 
new banks’ entry, South African consumers can expect to be introduced to more innovative 
products and services over and above the current banking services and products available. 
This will also result in innovation regarding the digitisation and securitisation of the banking 
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environment of South Africa, which may lead to a more user-friendly, efficient, and safer 
banking experience (Mchunu, 2019). 
 
According to Johannes Grosskopf, PwC Africa’s Financial Services Leader, the major banks 
of South Africa have been able to continue growing despite the challenges faced in 2019, such 
as the national elections and the constant threat of a downgrade of Moody’s sovereign rating, 
by focusing on their broader African strategies. Another contribution to the banking industry’s 
continued growth in the financial sector’s ability to leverage from enabling technologies and 
the execution of their new digital strategies. The new digital strategies support increasing 
transaction volumes on digital platforms (PWC, 2019). 
 
The profound and swift impact that digital and technological growth will have on both the local 
and international banking environment cannot be underrated. Locally and internationally, 
banks are becoming more strategic and focused on technological advancements in order to 
respond to customer expectations while also having to constantly issue and place defence 
and mitigation strategies in order to protect not only their customers but also their market share 
against current and new competitors (PWC, 2019).  
 
It is then expected that banks worldwide and in South Africa are continually producing and 
channelling innovation and new digital solutions that will take advantage of all digital progress, 
such as advancements in data, advanced analytics, digital, and new delivery platforms. This 
has become a key factor in the survival of banks (PWC, 2019). 
 
There are a few trends expected to include a few new and continued areas of key focus in the 
financial sector, such as: 
● Customised experiences for the different sections and types of customers based on 
their common characteristics are obtained via data-driven insights such as common 
spending characteristics.  
● “Open banking”. This is a secure way to give service providers access to financial 
information. This can be performed via a secure Application Programming Interface 
(API). It means that customers can have greater freedom in controlling and interacting 
with banks and financial service providers, which leads to innovation from non-
traditional players and increased personalisation for the customer.  
● There will be a strong focus on improving and strengthening cyber risk mitigation and 
monitoring since banks face a growing volume and sophistication of cyber threats 




A study was performed in Bangladesh over the link between the banking environment and the 
banks’ corporate governance. The research determined that the banks’ productivity was 
significantly influenced by financial performance, ownership structure, and board 
characteristics in terms of governance. The study concluded that the bank’s corporate 
governance influences the banks’ productivity; hence, the banks that had an improved 
effective policy would see an improvement in their productivity (Rashid et al., 2020). 
Furthermore, strong governance policies are essential to have an effective and efficient 
banking system, crucial in achieving and maintaining public confidence in the banking system 




The King Code defines corporate governance as “the exercise of ethical and effective 
leadership by the governing body” (IoDSA, 2016, p. 11). According to the IoDSA (2018), the 
more governance is discussed and its purpose, the better it can be understood and applied in 
practice.  
 
Certain parts of governance have been integrated into legislation/regulation, such as the 
inclusion of certain parts of the KING Code included in the Companies Act of South Africa. 
However, no legislation or voluntary code can prevent all criminal activity. If an individual or a 
company wants to do something illegal, they will either disregard the law or find a loophole in 
the law (IoDSA, 2018). 
 
To take governance further, lately, the terms “good governance” or “bad governance” have 
further defined governance in the literature. Bad governance has been increasingly identified 
or seen as one of the root causes of corruption within our societies. Good governance 
comprises eight major characteristics: participation, consensus-oriented, accountable, 
transparent, responsive, effective, efficient, equitable, and inclusive and follows the rule of law. 
By encompassing these eight characteristics, the chances of corruption are minimised. The 
views and opinions of all relevant parties of an organisation are considered when 
encompassing and further defining these eight characteristics. Such parties would include the 
shareholders and stakeholders of the organisation (GKtoday, 2015).  
 
Governance, good or bad, can be elaborated on further in several different spaces. One such 
space would be in the corporate environment. Corporate governance aims to facilitate 
effective entrepreneurial and sensible management that will deliver long-term success for a 
company. The governing body of a company is ultimately accountable for the governance of 
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their company. This governance can be delegated down to management, whereby they would 
be responsible for implementing several strategic governance initiatives determined by the 
governing body. It has been identified that good corporate governance has a massive impact 
on both listed and non-listed companies as it lays the foundation of transparency and 
accountability within a company (Institute of Chartered Accountants in England and Wales 
(ICAEW), 2020).  
 
Compared to good governance, good corporate governance has seven characteristics: 
discipline, transparency, independence, accountability, responsibility, fairness, and social 
responsibility. These seven characteristics have been included in several governance 
frameworks, such as the King Code and COBIT (Software View, 2007).  
 
Various IT governance frameworks are available worldwide; many alternative frameworks 
include implementation guides to help companies’ phase in their IT governance policies and 
plan other than King IV. Such IT Governance frameworks include COBIT 5, Information 
Technology Infrastructure Library (ITIL), Committee of Sponsoring Organisations of the 
Treadway Commission (COSO), and the Factor Analysis of Information (FAIR) framework 
(Lindros, 2017).  
 
COBIT 5 is an international, fully comprehensive framework. COBIT 5 is designed for the 
governance and management of and the organisation's IT. This framework is fully supportive 
of IT governance. The ITIL framework has the main aim of ensuring that IT management is 
the focus of IT governance. This framework has the aims to ensure that IT services support 
the core processes of the business. This framework has a set of five best practices, such as 
service strategy, design, transition, operation, and continual service improvement (Lindros, 
2017).  
 
The COSO framework focuses more on enterprise risk management and fraud deterrence of 
a company than IT's actual governance. It is an IT governance framework that focuses more 
on the company's business aspects – otherwise known as ‘Capability Maturity Model 
Integration’. This IT governance framework focuses more on the risk management of the 
company that is qualitative in nature and performance improvement. Lastly, the FAIR 
framework is an IT governance framework focusing on cybersecurity and operational risk with 
the added goal of making more informed decisions, regardless of whether it is one of the 
newer IT governance frameworks. These frameworks are all alternative IT governance 




The purpose of the KING Code is wide and inclusive of various aspects, such as creating an 
ethical culture in companies, improving the company’s performance, and creating value. It 
further includes the implementation and monitoring of adequate and effective controls, the 
development of trust between all stakeholders, protecting and ensuring the company keeps 
and maintains a good reputation, and finally ensuring a company's legitimacy to create value 
and an improved society (Michalsons, 2020).   
 
The first KING Code was first published in 1994, with the most recent version published on 1 
November 2016 with the intent to implement from 1 April 2017. The KING Code has been 
updated due to changes in the business environment, relating specifically to technological 
changes (Michalsons, 2020). When the KING Code was first published, it was recognised 
internationally as it was the most comprehensive report published based on an approach to 
corporate governance (IoDSA, 2018).  In investigating the first KING Code, the researcher 
looked at all the principles covered; however, the principles were not as concise in the first 
King Code as found in later editions. The first KING Code’s principles spanned over three 
pages and covered some of the core principles found in the latest KING Code edition. As such, 
the researcher was able to identify the following relevant eight key principles that were covered 
in the first KING Code, namely: 
● The board of directors’ structure and mandate, including the role of non-executive 
directors and some additional guidance on the variety of people who should make up 
the non-executive directors; 
● The appointments of the directors to the board of directors; 
● The remuneration of executive and non-executive directors, as well as how it should 
be disclosed; 
● How often the board of directors should meet in one financial year;  
● What should be included in the annual report; 
● A list of sub-principles surrounding the auditing of the company, including internal and 
external audit; and  
● The Companies Code of Ethics (IoDSA, 1994).  
 
In 2002 the KING Code was updated to publish the KING II Code. The update in the KING 
Code was to move the KING Code away from the single bottom line, being the profit for 
shareholders, to a triple bottom line approach, which included the economic, environmental, 
and social aspects of a company’s activities (Cliffe Dekker, 2002). In a statement released by 




“successful governance in the world in the 21st century requires companies to adopt 
and inclusive and not exclusive approach. The company must be open to institutional 
activism and there must be greater emphasis on the sustainable or non-financial 
aspects of its performance. Boards must apply the test of fairness, accountability, 
responsibility and transparency to all acts or omissions and be accountable to the 
company but also responsive and responsible towards the company’s identified 
stakeholders. The correct balance between conformance with governance principles 
and performance in an entrepreneurial market economy must be found”. (Cliffe Dekker, 
2002, p. 2). 
 
In 2009, the KING II Code was updated, resulting in the publication of the King III Code, which 
was now applicable to all private, public, and non-profit. The improvement in the KING Code 
from King II to King III also changed the “comply” basis to an “apply or explain” basis. This 
allowed companies to apply aspects of the Code while explaining why they could not apply 
other aspects. Other changes include the King Code's applicability to all companies and not 
only listed companies (Condor, 2010).  
 
Three of the most considerable changes in the KING Code from King II to King III included IT 
governance, business rescue (recommendations for economically viable companies in 
financial difficulties), and fundamental and affected transactions such as mergers, 
acquisitions, and amalgamations (Condor, 2010). Due to the improvement of the KING Code 
principles from the first edition to the KING III Code, the KING Code was then updated to 
include the following chapters, which had not previously been included in the previous KING 
Code editions: Ethical leadership and corporate citizenship, Boards and directors, Audit 
committees, The governance of risk, The governance of IT, Compliance with laws, rules, 
codes, and standards, Internal audit, Governing stakeholder relationships, and Integrated 
reporting and disclosure. 
 
The governance principles were included in each of the chapters included in KING III as 
recommended practices. However, this resulted in a high volume of principles for 
organisations to apply to be compliant with (South African Institute of Charted Accountants 
(SAICA), 2017). 
 
The most recent version of the KING Code, being KING IV, was published on 1 April 2017. 
The significant change in the KING Code from KING III to KING IV was the change from the 
“apply or explain” culture to an “apply and explain” culture. Companies need to apply the Code 
and explain how they had complied and applied the KING Code (Bowmans, 2017). The crux 
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of this change means that companies may no longer only apply some of the King Code 
principles and explain why they did not apply the other principles. Companies now have to 
apply all the principles of the King IV Code, with no option to not comply with some of the 
principles (Giles, 2016).  
 
KING IV has now placed more accountability on the governing body, however in KING IV this 
has changed from placing accountability on the board of directors to now placing accountability 
on those charged with governance, otherswise known as the governing body (IoDSA, 2018). 
The KING IV Code has moved away with the ‘tick box’ approach used by most companies in 
applying the KING Code. The KING Code was further broken down into seventeen main 
governing principles to reduce and collate the high number of principles and recommended 
practices in KING III for easier application. The KING IV Code has now also included specific 
guidance to specific sectors, namely municipalities, non-profit organisations’ retirement funds, 
small and medium enterprises, and state-owned companies, to enable all industries to be able 
to apply KING IV (Bowmans, 2017).  
 
One thing that is key to the King Code users is the difference between a law and a voluntary 
Code. Law is a framework that individuals and companies must always abide by and not 
transgress. If they do, they will be facing a form of punishment for breaking the law. A voluntary 
Code, like KING IV, seeks to set out principles and best practices that companies will be able 
to implement and practice. If they do not abide by the Code, they will not face punishment as 
severe as if they were to break the law (IoDSA, 2018). Consequently, the KING IV Code and 
other voluntary Codes are ultimately intended as guides to help companies achieve good 
corporate governance via adopting sound governance principles and practices (IoDSA, 2018). 
 
Transparency and accountability are the two cornerstones and the foundation of the King 
Code's editions. In the KING Code, it has been made clear that transparency and 
accountability are two sides of the same coin (IoDSA, 2018). This is similarly echoed by PWC 
(2016), who convey that if they had to sum up KING IV into one word, it would be transparent. 
KING IV reinforces the understanding that good corporate governance is holistic and 
interrelated with numerous arrangements that need to be understood and implemented into 
the everyday facets of a company. Good corporate governance is not a tick box or compliance 
exercise; it entails principles and practices that need to be understood, interpreted, and 





Companies that have implemented the use of KING IV have to disclose what they did during 
their critical decisions and what they were thinking about when making the critical decision. 
This promotes transparency and accountability, allowing stakeholders to come to their own 
understanding of decisions made and their conclusions. Therefore, the KING Code aims to 
hold the governing body3 accountable for how they act and implement good corporate 
governance (IoDSA, 2018). 
 
KING IV is the benchmark for good corporate governance in South Africa. The King IV Code 
application has become mandatory for all companies listed on the JSE or looking to be listed 
on the JSE. For unlisted companies, the principles set out in KING IV are valuable in providing 
a framework to be used in implementing and maintaining good corporate governance (Burger, 
2018).  
 
When KING IV was published on 1 April 2017, it signalled a significant change in the approach 
to corporate governance in South Africa regarding the advancement in technology, 
digitisation, and revolutionisation of companies (Burger, 2018). In addition to this, KING IV has 
included a full chapter and principle relating only to IT governance. In the KING IV Code, the 
IT governance section's scope has expanded, and greater emphasis has been placed on it. 
This is in line with IT's trend, becoming pervasive in all aspects of the company’s operations 
(Giles, 2016). 
 
KING IV also relates to the transformation of products, services, and business models. KING 
IV has the tools available to help companies to strengthen their corporate governance, as well 
as anticipate change and how to respond to it by seizing new opportunities and managing new 
risks. This is possibly best identified in principle 12 of KING IV, which relates to IT governance. 
Principle 12 sets out eight detailed practices that a company should comply with and four 
disclosure requirements to keep stakeholders up to date with technological implementations 
at the entity (Burger & Vale, 2018). 
 
Figure 2-1 provides a one-page breakdown of all the principles in KING IV. The breakdown 
encompasses three key aspects: the governing bodies' primary governance roles and 
responsibilities, the 17 principles that embody the journey towards good corporate 
governance, and the benefits that companies could realise through good corporate 
governance (IoDSA, 2018).
 
3 Governing body means the board of directors or other body having the power to direct or cause the 
direction of the management and policies of a person that is a corporation, company, partnership, 
trust, limited liability company, association, Joint Venture or other business entity (Law Insider, 2020). 
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Figure 2-1: KING IV on a page 
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Included in KING IV is the recommended practice that the governing body should be proactive 
in monitoring intelligence to identify and respond to incidents, including cyber-attacks and 
adverse social media events (IoDSA, 2016). As identified previously, there are various 
methods that banks can make use of in protecting itself and its clients from cyber-attackers. 
These methods are the governing body's responsibility in exercising oversight and 
management (IoDSA, 2016).  
 
The banks will be responsible for reporting the following in their integrated annual reports as 
per principle 12 of KING IV: 
● “An overview of the arrangements for the governing and managing of technology and 
information.  
● Key areas of focus during the reporting period, including objectives, significant 
changes in policy, significant acquisitions and remedial actions taken because of major 
incidents.  
● Actions taken to monitor the effectiveness of technology and information management 
and how the outcomes where addressed.  
● Planned areas of future focus” (IoDSA, 2016, p. 63).  
 
The KING IV Code refers to the advances of technology and digitisation as the 4th industrial 
revolution. The Code also stresses what a big impact it has on all companies. The advances 
of IT are happening rapidly, which has created disruption, opportunities, and risks to all 
companies. Companies are now required to strengthen the processes that assist them in 
anticipating change and how to respond to such changes to capture new opportunities and 
mitigate new risks (IoDSA, 2016). 
 
Businesses must adapt consistently to manage and respond to emerging risks in the 
protection of information. As a response to this, King IV aims to address technology and 
information governance as one of its corporate governance principles in South Africa. It 
provides various objectives to assist a business in managing this area. It includes ‘information’ 
that encompasses all data, records, and knowledge in electronic or any other format that forms 
part of the intellectual capital used, transformed, or produced by the organisation. ‘Technology’ 
then refers to all infrastructure, devices, systems, and software that either generates, carries, 
or uses information and enables transactions. As a means of addressing the extensive nature 
of technology and information management, the Code requires that companies consistently 




“Principle 12: The Governing Body should govern technology and information in a way 
that supports the organisation setting and achieving its strategic objectives” (IoDSA, 
2016, p.62). 
 
The recommended practices included in principle 12 set out the significance of responsibility 
and vigilant oversight to policies to ensure information security and management (Burger & 
Vale, 2018). According to principle 12 of KING IV, the purpose of IT governance is to support 
listed and non-listed companies in achieving their objectives of IT (Giles, 2016). 
 
KING IV has purposefully separated information and technology in the naming of principle 12. 
The reasoning for this is that the KING committee wanted to focus on information and 
technology as two separate concepts. It has been observed that the KING committee should 
have included communications governance in principle 12 as well. Giles (2016) believes that 
information, communications, and technology are the most likely the best term to use, although 
internationally, IT governance is the established concept.  
 
The following are the guiding principles included under principle 12 of KING IV as set out in 
the table below: 
 
Table 2-1: Guiding Principles under KING IV Priciple 12 
1) “The governing body should assume the responsibility for the governance of technology 
and information by setting the direction for how technology and information should be 
approached and addressed in the organisation” (IoDSA, 2016, p. 62). 
2) “The governing body should approve policy that articulates and gives effect to set 
direction on the employment of technology and information” (IoDSA, 2016, p. 62). 
3) “The governing body should delegate to management the responsibility to implement 
and execute effective technology and information management” (IoDSA, 2016, p. 62).  
4) “The governing body should exercise ongoing oversight of technology and information 
management and, in particular, oversee that it results in the following: 
a) Integration of people, technologies, information, and processes across the 
organisation. 
b) Integration of technology and information risks into organisation-wide risk 
management 
c) Arrangements to provide for business resilience 
d) Proactive monitoring of intelligence to identify and respond to incidents, including 
cyber-attacks and adverse social media events.  
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e) Management of the performance of, and the risks pertaining to, third party and 
outsources service providers. 
f) The assessment of value delivered to the organisation through significant 
investments in technology and information, including the evaluation of projects 
throughout their life cycles and of significant operational expenditure.  
g) The responsible disposal of obsolete technology and information in a way that has 
regard to environmental impact and information security.  
h) Ethical and responsible use of technology and information.  
i) Compliance with relevant laws” (IoDSA, 2016, p.62).  
5) “The governing body should exercise ongoing oversight of the management of 
information and, in particular, oversee that it results in the following: 
a) The leveraging of information to sustain and enhance the organisations intellectual 
capital. 
b) An information architecture that supports confidentiality, integrity, and availability of 
information.  
c) The protection of privacy and personal information 
d) The continual monitoring of security of information” (IoDSA, 2016, p. 63). 
6) “The governing body should exercise ongoing oversight of the management of 
technology and, in particular, oversee that it results in the following: 
a) A technology architecture that enables that achievement of strategic and operational 
objectives.  
b) The management of the risks pertaining to the sourcing of technology.  
c) Monitoring and appropriate responses to developments in technology, including the 
capturing of potential opportunities and the management of disruptive effects on the 
organisation and its business model” (IoDSA, 2016, p. 63). 
7) “The governing body should consider the need to receive periodic independent 
assurance on the effectiveness of the organisations technology and information 
arrangements, including outsourced services” (IoDSA, 2016, p. 63). 
8) “The following should be disclosed in relation to technology and information: 
a) An overview of the arrangements for the governing and managing of technology and 
information.  
b) Key areas of focus during the reporting period, including objectives, significant 
changes in policy, significant acquisitions and remedial actions taken as a result of 
major incidents.  
c) Actions taken to monitor the effectiveness of technology and information 
management and how the outcomes where addressed.  
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d) Planned areas of future focus” (IoDSA, 2016, p. 63).  
Source: (IoDSA, 2016) 
 
The disclosures of principle 12 in the KING Code allows companies to include how they are 
protecting personal information in the integrated report. As stated in point 8) in the table above, 
the governing body is responsible for disclosing how they manage the governance of IT, the 
key areas that they have improved upon during their financial reporting period, actions taken 
by them during the year relating to IT as well as where the governing body is planning on 
improving their governance of IT (IT-online, 2016). 
 
In line with the first disclosure requirement, “An overview of the arrangements for the 
governing and managing of technology and information” (IoDSA, 2016, p. 63), it’s in the boards 
best interest to develop a good and effective working relationship with the management of the 
company. Companies function better when both the governing body and the senior managers 
have the same perspective regarding the company's strategy, priorities, and risks (Price, 
2018). Communication is vital between the governing body and the senior management as it 
influences the direction set regarding how IT should be approached and addressed in the 
company. The effectiveness of the communication between the governing body and the senior 
managers is reflected in the company's governance outcomes (Price, 2018).  
 
According to Price (2018), the following risk conversations should take place between the 
senior managers and the governing body: Economic risks, Market risks, Operational risks, 
Acquisition risks, Disposition risks, Infrastructure risks, Technology risks, Reputational risks, 
Disclosure risks, and Compliance risks.  
 
For the second disclosure requirement, “Key areas of focus during the reporting period, 
including objectives, significant changes in policy, significant acquisitions and remedial actions 
taken as a result of major incidents” (IoDSA, 2016, p. 63), the IT policy is the starting point for 
the implementation of any IT governance infrastructure. Poor governance is why infrastructure 
projects often fail to meet their timeline, budget, and service delivery targets (OECD, 2020). 
Governance challenges are experienced throughout the policy lifecycle, with diverse 
challenges occurring throughout. Although a policy has a lifespan, that lifespan is not always 
known to the governing body. However, it is the governing body's responsibility to ensure that 
the policy is maintained and kept up to date at all stages throughout its life span (OECD, 2020).  
 
Although it is the governing body's responsibility, it is difficult to always exercise responsibly 
in the oversight of the management of the IT. Designing the actual strategic vision is difficult, 
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whether it has been designed by management or by the governing body to design the IT policy, 
design the IT infrastructure, and implement both. All infrastructure projects are vulnerable to 
corruption, capture, and mismanagement at all phases of its lifecycle (OECD, 2020). This is 
why the governing body needs to manage oversight over the assessment of value delivered 
to the organisation through significant investments in IT. This includes the evaluation of 
projects throughout their life cycles and of significant operational expenditure on the 
responsible disposal of obsolete IT in a way that has regard to environmental impact and 
information security (IoDSA, 2016). 
 
IT governance has three main objectives: to generate business value, supervise management 
performance, and alleviate the risk connected to IT (IT Governance, 2020). The IT 
environment is too intricate to rely on an out-dated model and infrastructure to keep the 
company functioning and moving forward. There has been a vast increase in the IT 
environment's risks because of the growth of the internet, compliance needs, mobile 
connectivity, and computing, all resulting in advanced security threats. As such, determining 
the optimal IT infrastructures such as hardware or software, is a crucial task that cannot be 
left last for any company (BusinessWire, 2019).  
 
In determining the impact of the third disclosure requirement, “Actions taken to monitor the 
effectiveness of technology and information management and how the outcomes where 
addressed” (IoDSA, 2016, p. 63), with any significant project included in IT governance, the 
governing body should ensure that the communication lines are open between all of the 
participating parties in order to measure and monitor the progress of the IT governance 
projects or implementations and whether the set outcomes have been addressed (Lindros, 
2017). Once the bank has the IT governance in place and/or the necessary projects in action, 
the key to success would be to follow the code of corporate governance and due process 
procedures (Global Solutions, 2020).  
 
In assessing the effectiveness of IT, a general procedure that would integrate management 
tools such as the business process management, risk management, a balanced scorecard 
and strategic alignment. Based on a study performed, a company with a low level of IT 
governance will experience several problems, and it would be difficult for the governing body 
to monitor the effectiveness of any IT projects implemented (Avila & Lorences, 2013).  
 
The final disclosure requirement of KING IV principle 12 is not particularly clear on what 
planned areas of future focus should entail. As included above, as per the guidance given by 
KING IV in the Roadmap to disclosure to the application of KING IV, it includes that for each 
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principle, one must consider the recommended practices that came before it in order to assist 
in the implementation of the disclosure requirements of KING IV. After that, one must assess 
the completed disclosure and determine if any necessary enhancements are needed to enable 
the users of the disclosure to make an informed decision in assessing the quality of the 
governance of the particular principle (IoDSA, 2016).  
 
As can be identified above, KING IV emphasises the outcomes envisioned by principle 12 and 
allows for its application flexibility. The Protection of Personal Information act (PoPI Act) 
regulates how companies handle and secure personal information. The PoPI act is the 
regulator of how companies should protect and manage personal information. However, some 
stakeholders may be interested in how their personal information is being protected (IT-online, 
2016).  
 
However, according to the new Cyber-crimes Bill of South Africa, which has come into effect 
in January 2020, the banks would have to report all cyber-attacks experienced within 72 hours 
of it occurring and preserve any information relating to the cyber-attack. If the bank fails to do 
either of these, the bank may be liable to conviction or a fine of R 50 000 (Michalsons, 2020). 
According to the KING IV Code point 4 (IoDSA, 2016) and the Cyber-crimes Bill of South 
Africa, cyber-attacks should be disclosed (Michalsons, 2020). 
 
2.5 Conclusion and Summary 
 
Chapter 2 compiled a literature review to determine the relationship between cyber-attacks 
experienced in the financial industry and good corporate governance. This was performed with 
specific emphasis on the banking environment both world-wide and in South Africa and in line 
with good corporate governance concerning the application of KING IV principle 12, as 
required by the JSE for all listed entities.  
 
The South African banking environment resembles a first-world banking system with its 
continual innovation and complexity. South Africans trust the banks more as time continues to 
pass, and more South Africans are opening bank accounts and completing transactions online 
or via cell phone banking. It seems as time passes, fewer South Africans are withdrawing their 
money once being paid and are allowing the banks to take care of their savings and their 
money.  
 
The South African banking environment is also changing and moving towards a more digital 
environment with the new entrants into the banking sector. Banking is soon going to be 
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customized to each customer's tastes and lifestyles. With this customisation, banks are 
continually looking at new and improved methods to protect themselves and their customers 
from cyber-attacks, increasing volume, and sophistication. Cyber risk mitigation and 
monitoring is a critical aspect that South African banks will be looking into.  
 
KING IV has improved on the governance of IT in a manner that enables all companies to 
grasp new opportunities that are arising as well as how to mitigate the new risk that comes 
with the 4th industrial revolution. The new King IV Code also aims to assist stakeholders in 
recommending that companies disclose how they have applied KING IV to protect IT. This 
aims to give stakeholders a sense of comfort.  
 
Even with the banks' governance frameworks, Cyber-attacks are just a new method used by 
bank robbers to steal as much currency as possible. The onus is on the banks governing body 
to ensure that their security systems can withstand daily cyber-attacks. Banks need to 
continually ensure that their technology and information are protected to comply with various 
regulations, such as the PoPI act and the KING IV Code.  
 
Banks can also give a sense of comfort to their stakeholders by reporting the necessary 
disclosure as required by the King IV Code and the Cyber-Crimes Bill. Through this literature 
research, it can be determined that KING IV is mainly a voluntary code for companies to apply 
and integrate into their operations.  
 
KING IV is also a set of principles that companies can use as a form of guidance to find a way 
for them to protect themselves against cyber-attacks. As cyber-attacks are now increasing in 
numbers of attacks and sophistication, companies need to continually ensure that their 
security systems can with-stand the onslaught of cyber-attacks. KING IV includes some 
governing principles that companies may implement to help them against the continual cyber-
attacks. This is aimed explicitly at banks who must protect their client’s personal information 
and their money, which they have given the obligation to the banks to hold safe for them.  
 
It makes sense then that KING IV requests specific disclosure relating to their IT governance 
to be included in their integrated reports. With this disclosure, the banks' stakeholders will be 
able to determine if the banks are doing enough to protect their personal information and their 
money.   
 
Chapter 3 shall cover the research design and methodology adopted in the empirical study in 
Chapter 4.   
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CHAPTER 3 RESEARCH METHODOLOGY AND DESIGN 
 
3.1 Introduction  
 
Chapter 3 will introduce the research methodology and design to be used when completing 
the empirical study included in chapter 4. The methodology to be followed in the empirical 
study will be detailed in chapter 3, including the study's limitations and the ethical 
requirements. 
  
Chapter 1 described the background to the research objective and the importance of IT 
governance in the financial industry. Chapter 2 described the various cyber-attacks 
experienced by banks as well as the various governance structures available to the financial 
institutions in the South African financial industry, with special emphasis on the banking sector 
of the JSE and KING IV. This chapter will outline the research design, approach, and 




Research is “concerned with asking and answering relevant and researchable questions” 
(Boeije, 2010, p.1). The research includes defining the problems via collecting, organising, 
and evaluating data and making deductions from the data to conclude and answer the refined 
research problem (Kothari, 2004).  
 
Research can be completed in various ways. The research questions raised must guide the 
selection and use of various research methods. The concern surrounding the research 
question's validity will result in whether the research results will remain truthful outside of the 
original research investigation (Locke et al., 2010).  
 
3.3 Research Design  
 
Often researchers have the problematic task of deterring a balance between their planning for 
the research, which comprises a research plan and research study (Boeije, 2010). A research 
plan would include the research questions, the research purpose, and ethical considerations. 
Research is aligned with asking and answering all the relevant research questions. Research 
is conducted via collecting, analysing, and evaluating data, which applies to the relevant 




As included above, the research design can be described as the plan that a researcher will 
use in conducting their research (Klopper, 2008). Therefore, this study will answer the 
research questions detailed in chapter 1 via the collection, analysis, and evaluation of the 
selected population's integrated reports and governance reports to determine an answer to 
the research questions.  
 
3.4 Research Methodology 
 
Qualitative research usually begins with the idea that individuals have an active role in creating 
societal truth and that research methods that can capture this development of societal truth 
are required. The term constructivism comes into play whereby it is the ontological stance that 
asserts that social entities are not pre-given by that people attach meaning to their societal 
truth, and this attachment can be considered meaningful, including non-numerical data 
(Boeije, 2010). Additionally, qualitative research aims to depict and perceive social 
phenomena in terms of the interpretation people bring to it (Boeije, 2010).  
 
There are three main aspects of qualitative research that an academic would need to take into 
consideration. Firstly, if a person has performed the correct qualitative research, a reader 
would be able to follow the research conducted without any difficulty and return to an earlier 
point in the research armed with useful insights. Secondly, the problems relating to qualitative 
research are general and usually are similar across all qualitative research conducted. The 
formulation of good research questions and the appropriate methodology would result in the 
collection of high-quality data that would result in valid and reliable research. Lastly, the 
change in qualitative research involves more than the change in how data is collected and the 
type of data to be collected. It is important to note that although qualitative research does not 
directly relate to numerical data, in the collection of qualitative data, some numerical or rather 
quantitative data may be collected (Locke, 2010). 
 
Kothari (2004) notes that before undertaking the particulars of research methodology and 
procedures, it is essential to ensure that it only fits to present a brief summary of the research 
process. The research process consists of a succession of activities or steps necessary to 
carry out the desired research effectively. Such steps are as follows: 
 
 Step 1: Formulate the research question  
 
The research question is the fundamental question that the researcher wants to be answered 
in pursuing the research project. The research problem must be appropriately fixated and 
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defined to express clear research questions (Boeije, 2010). The formulation of a research 
question reveals a wide array of detail concerning the research area. It establishes precisely 
what a researcher aims to complete and the data to be collected (Mukherjee, 2019). 
 
As such, for this study, the research problem was defined. The problem was identified that 
banks have been struggling to keep up with their software and data security protections. This 
then resulted in several cybersecurity weaknesses. It can be noted that cyber-attackers are 
constantly assessing banks for any form of weakness in their cybersecurity. Once a weakness 
is identified, cyber-attackers would attack, resulting in numerous complications for the banks. 
One such way of mitigating these weaknesses is for the banks to adopt an IT governance 
framework that assists them in formulating and implementing cybersecurity defences. Based 
on this problem, this study shall aim to provide answers to the following research questions: 
 
1. To what extent do financial institutions listed on the JSE comply with technology and 
information disclosure requirements regarding the KING IV Code? 
2. To what extent do financial institutions disclose the cyber-attacks experienced during 
a financial period? 
 
Step 2: Perform an extensive literature review 
 
A literature review has the implied understanding that a researcher has noticed the amassed 
knowledge gathered from a variety of sources on a specific topic. In the present dissertation, 
this shall be identified as the literature data from Chapter 2, used in determining an appropriate 
response to the above-formulated research questions (Boeije, 2010).  
 
Step 3: Develop a working hypothesis 
 
Once an extensive literature review has been performed, the researcher ought to affirm in 
clear terms a working hypothesis. A working hypothesis is a cautious guess made to determine 
and test rational or observed understandings (Boeije, 2010). The application of a hypothesis 
helps apply validity, reliability, and generalisation to enhance confidence that others would find 
in the study’s findings. The hypothesis's application also assists in selecting and justifying 
methods and techniques used in the aggregation of research data (Bottery & Wright, 2019). 
 
For this study, the hypothesis can be determined as follows: In relation to the first research 
question ‘To what extent do financial institutions listed on the JSE comply with technology and 
information disclosure requirements in terms of KING IV’, it is theorised that all banks listed 
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on the JSE are in full compliance with the technology and information disclosure requirements 
of KING IV, as the KING IV governance framework has been in circulation for more than two 
years.  
 
For the second question ‘To what extent do financial institutions disclose the cyber-attacks 
experienced during a financial period?’, it is theorised that the banks would disclose only the 
cyber-attacks that were successful in gaining access to the banks' software and/or data in 
order to comply with KING IV and the new Cyber Crimes Bill. 
 
Step 4: Preparing the research design 
 
As Kothari (2004) determined, the research design streamlines the research to be as effective 
and resourceful as possible in producing full information. Research is aligned with asking and 
answering all the relevant research questions. Research is conducted via collecting, 
analysing, and evaluating data, which applies to the relevant research question (Boeije, 2010).  
 
The research design is described as a plan that an academic will use in conducting research 
(Klopper, 2008). Hence, this study will answer the two research questions via the collection, 
analysis, and evaluation of the population selected's integrated reports and governance 
reports to determine an answer to the research questions listed. 
 
Step 5: Determine the Sample Design 
 
Data used for this research 
 
This study shall be based on secondary data. The data will include the published integrated 
annual reports and governance reports of banks listed on the JSE for the financial year-end 
included in the years ending 31 December 2018 and 2019. This data has been published by 
the banks listed on the JSE for stakeholders and shareholders to make informed decisions 
concerning the financial institutions.  
 
The Integrated Annual Reports and governance reports include both numerical and non-
numerical data. However, for this study's purpose, the researcher shall be collecting and 
analysing the non-numerical data of the Integrated Annual reports, and the government 
reports explicitly relating to the disclosure required by KING IV principle 12. According to the 
International Integrated Reporting Council (2013), the integrated annual report's primary 
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purpose is to enlighten financial capital providers on how a company generates value over 
time.  
 
An integrated report can be completed and prepared to assist a company in meeting 
compliance requirements. Such requirements may include those charged with governance 
issues a statement or a report regarding their governance of the company, including their 




Kothari (2004) notes that all the items under the investigation field's contemplation shall be 
identified as the “population” when defining the sampling strategy. The researcher must decide 
the way of selecting a sample, which is known as the sample design. For this study, a 
purposive sampling method is used whereby the sample will be selected from a defined 
research population. In terms of a qualitative research study, a sample is intentionally selected 
according to the study's needs. ‘Purposive sampling’ is also referred to as ‘purposeful 
selection’ (Boeije, 2010) and involves judgemental or selective sampling (Bullard, 2020). 
 
For this study's purpose, the sample selected is financial institutions listed on the JSE under 
the sector of ‘Banks’, as set out in Table 3-1. The reason for the inclusion of all the banks 
listed under the Bank Sector of the JSE is due to the fact five of the six JSE listed banks hold 
the majority of the market capitalisation in South Africa, therefore allowing the research to be 
performed on the majority of the population of the banks listed in South Africa (Writer, 2019). 
 
Table 3-1:  Population of Banking institutions listed on the JSE 
Banking institutions listed on 
the JSE 






ABSA Bank Limited Banks 2018 2019 
Barclays Africa Group Limited Banks 2018 2019 
Capitec Bank holdings Limited Banks 2018 2019 
Nedbank Group Limited Banks 2018 2019 
Sasfin Holdings Limited Banks 2018 2019 





The population will have a limitation of scope applied whereby the study shall only deal with 
the IT security and governance disclosures concerning KING IV of South African JSE listed 
banks. This study shall focus on the existing body of knowledge and data collected in terms 
of the adopted research and design methodology. The integrated reports of banks used will 
be within the time frame of 31 December 2018 and 31 December 2019.  
 
Due to the imposed limitation on the length and depth of the study, the data collected in this 
study shall be restricted to an analysis of the extent to which the banks listed on the JSE 
disclose their IT security and governance in their integrated annual reports published online 
and any cyber-attacks experienced in the financial year.  
 
Step 6: Collect the data 
 
The type of data that is decided to be used for any research is crucial as it directly impacts the 
research outcome (Bottery & Wright, 2019). In collecting data to solve a research problem or 
answer research questions (Kothari, 2004) The appropriate data needs to be collected. The 
Intergrated Annual Reports can be identified as visual data as they are the “photo” / or 
preferably a company's representation as at their financial year-end (Boeije, 2010). A question 
checklist shall be used in evaluating the extent to which Banks listed on the JSE comply with 
KING IV principle 12.  
 
Step 7: Execution of the project with the process and analysing of the data collected 
 
Once the data has been collected, the researcher is faced with the task of analysing the data. 
The analysis often includes a few closely related requirements in deterring the appropriate 
categories of the data obtained (Boeije, 2010). In building a strong and convincing research 
argument, the research methodology is vital in the analysis of the data collected (Bottery & 
Wright, 2019).  
 
During this process, the Integrated Annual Reports of the banks as determined in the 
population under step 5, are to be analysed and evaluated in line with KING IV principle 12 IT 
governance disclosure requirements and assess the extent to which their current disclosures 
satisfy the four disclosure requirements under KING IV principle 12. Additionally, the 
Integrated reports shall be scrutinized for any disclosure relating to any cyber-attacks 




In order to evaluate the compliance with KING IV principle 12 IT governance disclosures as 
well as the experienced cyber-attacks, a checklist shall be formulated from the specific 
disclosure requirements included in KING IV principle 12, which will also include an 
assessment for any cyber-attacks experienced. This checklist can be found in Appendix A1.  
 
Step 8: Interpretation of the data 
 
The interpretation of the data and qualitative findings requires the researcher to interpret the 
data based on judgments and or events under the data investigated. The link between the 
data and the interpretations can be complicated as interpretation constitutes the results; thus, 
objectivity is key in assessing the results (Boeije, 2010). The data collected tells the researcher 
and users of the research a story on what occurrences took place in the setting where the 
data was obtained. This is specifically related to qualitative research as the meaning behind 
the data gives the story, which is often a generalization of often can be identified as the answer 
to the research question (Locke et al., 2010). 
 
The question checklist and the KING IV principle 12 IT governance disclosure framework are 
compared with the Banks listed on the JSE to determine whether they comply with the KING 
IV principle 12 IT governance disclosure requirements as if they disclose any cyber-attacks 
experienced during the financial years included in the sample. This is then analysed to 
determine if such disclosures add to stakeholder value. From this analysis, the researcher will 
formulate the story behind the data enabling the researcher to answer the respective research 
questions.  
 
3.5 Ethical Considerations 
 
The rights and privacy of the banks participating in this study must be protected. Ethical 
considerations have been carefully considered and evaluated during this study. Ethical 
clearance has been obtained from the Higher Education Institution to conduct this study. 
Additionally, no direct links have been made between the information disclosed and the banks 
listed on the JSE per the population. The banks' identities have been kept confidential and 
numerical values have been used as a means of identification, e.g., Bank 1, Bank 2, Bank 3, 
Bank 4, Bank 5, and Bank 6 of the banks listed on the JSE. 
 
3.6 Conclusion and Summary 
 
The purpose of this research design and methodology chapter was to provide a framework of 
the method used to conduct this study. This chapter was completed in mind with the steps 
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followed to finalise the study. This study's design and method were covered with specific 
reference to the population and sample to be used in completing this study. The same is based 
on the banks listed on the JSE for the two financial year ends included for 31 December 2018 
and 2019. The sample was based on purposeful sampling to represent all the banks listed on 
the JSE fairly.  
 
The ethical considerations were also addressed in this chapter to ensure that the banks' rights 
and privacy were protected. The banks' rights were not breached as their Integrated Annual 
Reports were available freely online for public reference. No direct links were made between 
the information obtained in the assessment and the banks listed on the JSE selected as the 
sample. 
  
Chapter 4 shall examine the extent to which the banks listed on the JSE demonstrated 
compliance with the disclosure requirements of KING IV principle 12 and the extent to which 
the banks disclosed the cyber-attacks experienced during the financial years under perusal.  
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CHAPTER 4 EMPIRICAL STUDY 
 
4.1 Introduction  
 
In Chapter 4, the dissertation's empirical study will occur, whereby the data collected for the 
study shall be collated and analysed to determine the answers to the two research questions. 
In this chapter, probing questions will be formulated to analyse the data appropriately. After 
that, the answers to the formulated questions will be condensed to address the research 
questions formulated.  
 
Chapter 4 will evaluate, analyse and discuss the empirical study and research findings on 
whether the banks listed on the JSE have complied with KING IV principle 12 and whether the 




In both Chapter 1 and Chapter 2, it has been argued that IT is a critical tool in the 
transformation in the banking industry, in the world, and specifically in South Africa. IT 
governance is essential as it results in the desired outcomes of effective value creation and 
achieving excellence in the management of IT of the business. IT governance is an integral 
component of overall good corporate governance as it contributes to the value of the business 
processes in both the financial environment and the operating environment (Gunawardena & 
Ramesh, 2014). As it has been determined in the previous chapters, KING IV has improved 
IT governance over the years, which we will expect to ascertain in the empirical study below.  
 
As established in the literature review, the South African banks listed on JSE are required to 
comply with KING IV. As such, the duty to disclose the IT governance in the integrated report 
or another readily available report forms a part of the governing body's responsibilities, 
specifically in maintaining transparency in the listed bank's IT-related activities. Therefore, it 
is crucial to assess if six listed banks on the JSE in the Banks sector comply with principle 12 
of KING IV, and the degree to the banks disclose the cyber-attacks experienced during the 
respective financial years.   
 
The information and data collected below were obtained via an analysis of the banks 
mentioned in chapter 3, listed on the JSE with their Integrated Annual reports for the financial 
years ending 31 December 2018 and 2019. An evaluation was performed on the Integrated 
Annual Reports based on the checklist included in Appendix A1, which has been based on 
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the disclosure requirements of KING IV principle 12 to evaluate the extent to which the banks 
comply with KING IV IT governance.  
 
4.3 KING IV IT Governance and Disclosure Requirements Findings 
 
Implementing IT governance is not a one-time occurrence or achieved via mandate; IT 
governance is instead an evolving commitment by those charged with governance. It is an 
activity that requires constant improvement, as the ever-present risks such as cyber-attacks 
are evolving and complex.  
 
Table 4-1 relates to the disclosure included explicitly in KING IV principle 12. From this 
required disclosure, a few questions were determined as tests in conducting the empirical 
study. The results of the study are included in Table 4-2 and Table 4-3. The results shall be 
discussed in the paragraphs referenced in Table 4-1.   
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1. An overview of the 
arrangements for the 
governing and managing of 
technology and information. 
1. Does the bank disclose in its Integrated 
Annual report an overview of the 






2.  Key areas of focus 
during the reporting period, 
including objectives, 
significant changes in 
policy, significant 
acquisitions and remedial 
actions taken as a result of 
major incidents 
2. Does the bank disclose in its Integrated 
Annual report the key areas of focus during 





2a. Objectives achieved in relation to IT 
governance? 
2b. Any changes in its policies relating to its 
IT governance? 
2c. Any siginificant transaction such as 
acquisitions in relation to its IT governance? 
2d. Any remedial actions taken by 
management as a result of major incidents 
in relation to IT governance such as cyber-
attacks experienced during the year? 
3. Actions taken to monitor 
the effectiveness of 
technology and information 
management and how the 
outcomes where 
addressed. 
3a. Does the bank disclose in its Integrated 
Annual Report any actions taken to monitor 





3b. Does the bank disclose in its Integrated 
Annual Report how the outcomes where 
addressed in monitoring the effectiveness 
of IT? 
4. Planned areas of future 
focus 
4. Does the bank disclose in its Integrated 
Annual Report any planned areas of future 








Table 4-2:  Results on compliance with KING IV principle 12 IT governance 
disclosure test 2018 
Test 1 2a 2b 2c 2d 3a 3b 4 
Bank 1 Yes Yes Yes No No Yes Yes Yes 
Bank 2 Yes Yes Yes No No Yes Yes Yes 
Bank 3 Yes Yes No No No No No Yes 
Bank 4 Yes Yes Yes No Yes Yes Yes Yes 
Bank 5 Yes Yes Yes No No Yes Yes Yes 
Bank 6 Yes Yes No No Yes Yes No No 
 
 
Table 4-3:  Results on compliance with KING IV principle 12 IT governance 
disclosure test 2019 
Test 1 2a 2b 2c 2d 3a 3b 4 
Bank 1 Yes Yes No No Yes Yes Yes Yes 
Bank 2 Yes Yes No No Yes Yes Yes Yes 
Bank 3 Yes Yes No No Yes Yes Yes Yes 
Bank 4 Yes Yes Yes No Yes Yes Yes Yes 
Bank 5 Yes Yes No No No Yes Yes Yes 




4.3.1 Disclosure Requirement 1  
 
The first disclosure requirement for KING IV principle 12 is as follows: 
 
“An overview of the arrangements for the governing and managing of technology and 
information” (IoDSA, 2016, p.63) 
 
As per the guidance given by KING IV in the Roadmap to disclosure to the application of KING 
IV, it states that for each principle, one must consider the recommended practices that came 
before it to assist in the implementation of the disclosure requirements of KING IV. After that, 
one must assess the completed disclosure and determine if any necessary enhancements are 
needed to enable the users of the disclosure to make an informed decision in assessing the 
quality of the governance of the particular principle (IoDSA, 2016). 
 
The first disclosure requirement of KING IV principle of 12 potentially relates to the following 
recommended practices that fall under KING IV principle 12: 
 
a. “The governing body should assume responsibility for the governance of technology 
and information by setting the direction for how technology and information should be 
approached and addressed in the organisation.  
b. The governing body should delegate to management the responsibility to implement 
and execute effective technology and information management” (IoDSA, 2016, p. 62). 
 
These recommended practices are reflected in the first disclosure requirement. As included in 
Chapter 2, according to Price (2018), it is in the boards best interest to develop a good and 
effective working relationship with the management of the company. The companies are found 
to implement their work strategy more effectively when both the governing body and the senior 
managers have the same perspective regarding the strategy, priorities, and risks of the 
company. Communication is vital between the governing body and the senior management 
as it influences the direction set regarding how IT should be approached and addressed in the 
company. The effectiveness of the communication between the governing body and the senior 
managers are reflected in the company's governance outcomes.  
 
In collecting the evidence for the empirical study, the following question was developed to test 




“Does the bank disclose in its Integrated Annual Report an overview of the 
arrangements for governing and managing technology and information?” 
 
Table 4-4:  Results of disclosure requriement 1 – Question 1 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 Yes Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 Yes Yes 
Compliance 100% 100% 
 
While collecting the evidence for the empirical study, it was found that a number of the banks 
listed on the JSE allocated the responsibility for the overview of the arrangements for the 
governing and managing of technology and information to a board committee with a name 
variation based on IT governance.  
 
From the test conducted, all the banks listed on the JSE complied with the first disclosure 
requirement of KING IV principle 12 for both the 2018 and 2019 financial year ends. Included 
in each integrated report was a description of how the committee governs the bank's 
information and technology. Hence, the governing body gives a comprehensive overview of 
how the IT governance of the various banks listed on the JSE is managed.  
 
4.3.2 Disclosure Requriement 2  
 
The second disclosure requirement for KING IV principle 12 is as follows: 
 
“Key areas of focus during the reporting period, including objectives, significant 
changes in policy, significant acquisitions and remedial actions taken as a result of 




It can be noted that the second disclosure requirement of KING IV principle 12 potentially 
relates to the following recommended practices that are included under KING IV principle 12: 
 
a. “The governing body should approve policy that articulates and gives effect to its set 
direction on the employment of technology and information.  
b. The governing body should exercise ongoing oversight of technology and information 
management and, in particular, oversee that it results in the following: 
i. The assessment of value delivered to the organisation through significant 
investments in technology and information, including the evaluation of projects 
throughout their life cycles and of significant operational expenditure.  
ii. The responsible disposal of obsolete technology and information in a way that 
has regard to environmental impact and information security” (IoDSA, 2016, p. 
62).  
 
As included in Chapter 2, the policy is the starting point for implementing any governance 
infrastructure. Poor governance is why infrastructure projects often fail to meet their timeline, 
budget, and service delivery targets. Governance challenges are experienced throughout the 
policy lifecycle, with diverse challenges occurring all the time (OECD, 2020). Although a policy 
has a lifespan, that lifespan is not always known to the governing body; however, it is the 
governing body's responsibility to ensure that the policy is maintained and kept up to date at 
all stages throughout its life span (OECD, 2020).  
 
It is based on these responsibility risks that the following four questions determined whether 
banks listed on the JSE complied with the second disclosure requirement: 
 
Does the bank disclose in its Integrated Annual Report the critical areas of focus during the 
reporting period relating to its: 
1. Objectives achieved concerning technology and information governance? 
2. Any changes in its policies relating to its technology and information governance? 
3. Any significant transaction such as acquisitions concerning its technology and 
information governance? 
4. Any remedial actions taken by management due to major incidents concerning 
technology and information governance? 
 
Each of the above questions and their results will be discussed separately before an overall 
conclusion for disclosure point 2 will be discussed.  
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1) Question 2a: Does the bank disclose in its Integrated Annual report the key areas 
of focus during the reporting period relating to its Objectives achieved concerning 
technology and information governance. 
 
IT governance has three primary goals: to generate business value, supervise management 
performance, and alleviate IT risk. By achieving these primary objectives, IT governance will 
leverage off corporate resources that support good corporate governance that will enable the 
company to achieve its corporate strategies (IT Governance, 2020).   
 
Question 2a outcome: 
Table 4-5: Results of disclosure requriement 2 – Question 2a 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 Yes Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 Yes Yes 
Compliance 100% 100% 
 
From the above results, we can note that all six banks listed on the JSE disclosed their 
objectives that they have met for both financial years of 2018 and 2019. For instance, one of 
the banks included their objectives that they had digitized, delighted, and disrupted. From this 
disclosure, the Bank stakeholders can understand what objectives the bank achieved to 
ensure that they had a proper IT governance implementation.  
 
It is important to note that Bank 6 did not disclose this compliance in their integrated report but 
rather referenced their published Governance and Remuneration Report for their financial 
years of 2018 and 2019. This report was referenced in the Bank 6 Integrated Report for both 
financial years 2018 and 2019. Further, it is essential to note that the KING IV Code never 
required the disclosure to be included in the integrated report, only that the disclosure had to 
be published for shareholders. As included in KING IV, the governing body can decide where 
the KING IV disclosures will be made; for instance, the disclosures can be included in the 
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integrated report, sustainability report, social and ethics report, or any other online or printed 
reports (IoDSA, 2016).   
 
Therefore, all the banks listed on the JSE disclosed their objectives achieved concerning IT 
governance. The detail of the objectives achieved, however, vary from bank to bank. Bank 1, 
for instance, disclosed more detail than Bank 4, but did not disclose as much as Bank 6.  
 
2) Question 2b: Does the bank disclose in its Integrated Annual report the key areas 
of focus during the reporting period relating to changes in its policies relating to IT 
governance? 
 
As included above, the IT governance policy of a company has a limited life span and would 
need to be updated or replaced based on the needs of the company (OECD, 2020). Such 
policy updates would include the update or the replacement of the IT governance policy 
surrounding the change from KING III to KING IV. One of the most considerable changes in 
the KING Code from KING III to KING IV was the inclusion of IT governance (Condor, 2010). 
This change would have an impact on the IT governance policy in either the 2017 or 2018 
financial year as KING IV became effective in April 2017 (Giles, 2016). 
 
Question 2b outcome: 
Table 4-6:  Results of disclosure requriement 2 – Question 2b 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes No 
Bank 5 Yes Yes 
Bank 6 No Yes 
Compliance 67% 83% 
 
From the results included in Table 4-6, it is identified that in the 2018 financial year, 67% of 
the banks had a policy change that related to an update in their IT governance policy. This 
would then relate to the update in their policy from KING III to KING IV. This would be in line 
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with expectation as the effective date of KING IV was 1 April 2017, which may have been 
included in a few of the year ends of the banks listed on the JSE for the year ended 31 
December 2018. For the 33% of banks that did not experience a policy change, it is expected 
that their policy had either been updated before the 2018 financial year or it would have been 
delayed and updated in the 2019 financial year, as is evident in the results shown from 2019 
where the banks that did not have a policy update in 2018, experienced a policy update in 
2019.  
 
In the 2019 financial year, it is evident that 17% of the banks experienced a policy change, 
which may have included the update from KING III to KING IV. However, there was an update 
in another IT governance Framework in 2019, namely the update from COBIT 5 to COBIT 
2019, which was launched in April 2019 (Ivensis, 2020). This, however, contributes to the 
banks' compliance with KING IV by disclosing this policy update regardless if it was due to the 
update from KING III to KING IV or from COBIT 5 to COBIT 2019 (Ivensis, 2020). 
 
3) Question 2c: Does the bank disclose in its Integrated Annual report the key areas 
of focus during the reporting period relating to any significant transaction such as 
acquisitions concerning IT governance?  
 
According to BusinessWire (2019), the IT environment is too intricate to rely on an out-dated 
model and infrastructure to keep the company functioning and moving forward. There has 
been a vast increase in the IT environment's risks due to the growth of the internet, compliance 
needs, mobile connectivity, and computing, all resulting in advanced security threats. Hence, 
deciding on the optimal IT infrastructure, such as hardware or software, is a crucial task that 















Question 2c outcome: 
Table 4-7:  Results of disclosure requriement 2 – Question 2c 
Bank Reference 2018 2019 
Bank 1 No No 
Bank 2 No No 
Bank 3 No No 
Bank 4 No No 
Bank 5 No No 
Bank 6 No No 
Compliance 0% 0% 
 
As evident in the above results, no significant acquisitions were made during the 2018 or 2019 
financial years for any of the banks listed on the JSE. However, this does not mean that no 
acquisitions were made during either of the years, only that no significant acquisitions were 
made. Such an infrastructure would include either software or hardware. As no such significant 
hardware or software was purchased during either year, it is essential to note that there still 
may have been updated software on hand or upgrades to the hardware on hand.  
 
It is only essential for the banks on the JSE to comply with this disclosure criterion, where they 
have made significant purchases of hardware or software. As such, to quantify, significant 
acquisitions are open to interpretation for each bank.  
 
4) Question 2d: Does the bank disclose in its Integrated Annual report the critical areas 
of focus during the reporting period relating to management's remedial actions as 
a result of major incidents concerning IT governance? 
 
One of the recommended practices included in KING IV principle 12 has been included as 
follows: 
 
“The governing body should exercise ongoing oversight of technology and information 
management, and in particular, oversee that it results in the following: 
i. Proactive monitoring of intelligence to identify and respond to incidents, including 
cyber-attacks and adverse social media events” (IoDSA, 2016, p. 62).  
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This recommended practice ties into the second disclosure requirement of “Key areas of focus 
during the reporting period, including objectives, significant changes in policy, significant 
acquisitions and remedial actions taken as a result of major incidents” (IoDSA, 2016, p. 63). It 
can be seen to tie in as a result of significant incidents. If a cyber-attack has occurred, the 
bank is most likely to disclose a major incident that the bank has had to place a key focus on. 
As banks must increasingly face cyber-attacks, it will routinely be a key focus area due to 
major incidents.  
 
Harrison (2019) notes that cyber-attacks are one of the greatest threats facing the banking 
industry. As included above, in the 2017 year alone, there were 13 438 cyber-attacks 
experienced online, on mobiles, and internet banking in South Africa (SABRIC, 2019). The 
increase in cyber-attacks on South African Banks is due to several factors such as insufficient 
investment in cybersecurity, having only a recently developed cybercrime legislation, a lack of 
law enforcement training, and poor public knowledge of cyber-attacks (BusinessInsider, 
2020). 
  
Although the cybercrime bill legislation was recently developed and only came into effect in 
January 2020, it requires the banks to report all cyber-attacks to the police within 72 hours of  
the cyber-attack occurring and preserve all information concerning it (Michalson, 2020). As 
such, the banks should, from January 2020, keep all information about cyber-attacks 
experienced on hand. Therefore, it is expected that the disclosure of cyber-attacks 
experienced by the banks as per KING IV principle 12 will increase from 2018 to 2019 in 





Question 2d outcome: 
Table 4-8:  Results of disclosure requirement 2 – Question 2d 
Bank Reference 2018 2019 
Bank 1 No Yes 
Bank 2 No Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 No No 
Bank 6 Yes Yes 
Compliance 33% 83% 
 
From Table 4-8 above, it evident that the disclosure of cyber-attacks has increased from 2018 
to 2019. It is with this disclosure requirement that we can identify the relationship between 
good IT governance and the cyber-attacks experienced. It is noted that banks who disclosed 
the cyber-attacks they experienced have also disclosed how they protect themselves against 
such cyber-attacks. This was however not disclosed in explicit detail.  
 
Overall conclusion on Disclosure Requirement 2 
 
The second disclosure requirement for KING IV principle 12 is as follows: 
 
“Key areas of focus during the reporting period, including objectives, significant 
changes in policy, significant acquisitions and remedial actions taken as a result of 
major incidents” (p.63) 
 
As included above, the second disclosure requirement of KING IV principle 2 relates to the 
banks listed on the JSE disclosing the banks key areas of focus, including significant policy 
changes, significant acquisitions, or any major remedial actions such as cyber-attacks. 
 
Disclosure 2 relates mainly to the bank's key areas of focus for the financial year with the 
inclusion of the above items. Thus, we would expect the banks to emphasise key areas of 




Question 2 overall outcome: 
Table 4-9:  Overall Results of disclosure requirement 2 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 No Yes 
Compliance 67% 100% 
 
From the tests conducted, it was determined that not all of the banks listed on the JSE were 
compliant with the second disclosure requirement of KING IV principle 12 for the 2018 financial 
year. However, the banks were fully compliant for the 2019 financial year ends. It is expected 
that the banks will be fully compliant in 2020 to remain compliant with both the second 
disclosure of KING IV principle 12 and, by default, the JSE listing requirements, and the cyber-
crimes bill.  
 
It is expected that the amount of detail disclosed by the banks concerning the second 
disclosure requirement will improve in the years to come as the banks are expected to make 
policy changes in the coming years in order to stay up to date with the technological changes 
in the financial industry and make significant acquisitions in IT infrastructure, being physical 
infrastructure or software, in order to maintain their competitive edge in the financial industry 
and ensure they are up to date within their cybersecurity.  
 
4.3.3 Disclosure Requirement 3  
 
The third disclosure requirement of KING IV principle 12 is as follows: 
 
“Actions taken to monitor the effectiveness of technology and information management 




It can be noted that the third disclosure requirement of KING IV principle 12 potentially relates 
to the following recommended practices: 
 
1. The governing body should exercise ongoing oversight of technology and information 
management and, in particular oversee that it results in the following: 
a. The assessment of value delivered to the organisation through significant 
investments in technology and information, including the evaluation of projects 
throughout their life cycles and of significant operational expenditure.  
b. Ethical and responsible use of technology and information. 
2. The governing body should exercise ongoing oversight of the management of 
information and, in particular, oversee that it results in the following: 
a. A technology architecture that enables the achievement of strategic and 
operational objectives. 
b. Monitoring and appropriate responses to developments in technology, 
including the capture of potential opportunities and the management of 
disruptive effects on the organisation and its business model.  
3. The governing body should consider the need to receive periodic independent 
assurance on the effectiveness of the organisations technology and information 
arrangements, including outsourced services (IoDSA, 2016, p 62).  
 
According to Lindros (2017), the governing body should ensure that the communication lines 
are open between all parties to measure and monitor the progress of the IT governance 
projects or implementations and whether the set outcomes have been addressed. Once the 
bank has the IT governance in place and/or the necessary projects in action, the key to 
success would be to follow the code of corporate governance and due process procedures 
(Global Solutions, 2020).  
 
In order to assess the actions disclosed by the governing body to monitor the effectiveness of 
technology and information management and how the outcomes where addressed, the 
following two questions were formulated to determine the banks' compliance with KING IV 
principle 12 disclosure requirement 3: 
1. Does the bank disclose in its Integrated Annual Report any actions taken to monitor 
the effectiveness of technology and information? 
2. Does the bank disclose in its Integrated Annual Report how the outcomes were 




Each of the above questions and their results will be discussed separately before an overall 
conclusion for disclosure point 3 is detailed.  
1) Question 3a: Does the bank disclose in its Integrated Annual Report any actions 
taken to monitor the effectiveness of technology and information? 
 
The first question raised relates to whether any policies in place enable the governing body to 
monitor the effectiveness of the technology and information of the banks listed on the JSE.  
 
Question 3a outcome: 
Table 4-10:  Results of disclosure requirement 3 – Question 3a 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 Yes Yes 
Compliance 83% 100% 
 
From the findings above, it is evident that not all the banks disclosed how they addressed the 
outcomes regarding the effectiveness of the monitoring of their IT governance for both 
financial years ending 2018 and 2019. However, the disclosure has improved from 2018 to 
2019 where more banks disclosed how the outcomes were addressed.  
 
Bank 2, for instance, disclosed the specific area where the governing body, or rather the 
Committee, monitored the effectiveness of the IT governance,  and how they were going to 
address the outcome from the implementation on how they will strengthen the information risk 
management and security controls across the IT infrastructure. We will expect this to improve 





Overall conclusion on Disclosure Requirement 3 
 
The third disclosure requirement of KING IV principle 12 is as follows: 
 
“Actions taken to monitor the effectiveness of IT management and how the outcomes 
where addressed.” (IoDSA, 2016, p.63) 
 
As included above, for the third disclosure requirement of KING IV principle 12, the focus of 
the disclosure is for the banks to disclose how they monitored the effectiveness of the IT 
governance and management and how they monitored the said effectiveness. The banks need 
to disclose the effectiveness of their monitoring for any of their new or currently operating IT 
projects. 
   
Question 3b outcome: 
Table 4-11:  Results of disclosure requirement 3 – Question 3b 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 No No 
Compliance 67% 83% 
 
From the findings above, it is evident that not all the banks disclosed how they addressed the 
outcomes regarding the effectiveness of the monitoring of their IT governance for both 
financial years ending 2018 and 2019. However, the disclosure has improved from 2018 to 
2019 where more banks disclosed how the outcomes were addressed.  
 
Bank 2, for instance, disclosed the specific area where the governing body, or rather the 
Committee, monitored the effectiveness of the IT governance,  and how they were going to 
address the outcome from the implementation on how they will strengthen the information risk 
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management and security controls across the IT infrastructure. We will expect this to improve 
year on year as well (i.e., that the disclosure will be further improved in 2020).  
 
Overall conclusion on Disclosure Requirement 3 
 
The third disclosure requirement of KING IV principle 12 is as follows: 
 
“Actions taken to monitor the effectiveness of IT management and how the outcomes 
where addressed.” (IoDSA, 2016, p.63) 
 
As included above, for the third disclosure requirement of KING IV principle 12, the focus of 
the disclosure is for the banks to disclose how they monitored the effectiveness of the IT 
governance and management and how they monitored the said effectiveness. The banks need 
to disclose the effectiveness of their monitoring for any of their new or currently operating IT 
projects.   
 
Question 3 overall outcome: 
Table 4-12: Overall Results of disclosure requirement 3 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 No No 
Compliance 67% 83% 
 
From these findings, we can determine that the banks have not fully complied with the third 
disclosure requirement of KING IV principle 12 from the financial year ending 2018 and 2019. 
However, we can note that the banks have improved their disclosure of this specific disclosure 
requirement from 2018 to 2019. Based on this improvement, we can expect the bank's 




However, bank 6 chose not to disclose how they addressed the outcomes of the effectiveness 
of their monitoring of the IT governance for both financial years ending in 2018 and 2019. Bank 
6 is the only bank not to comply with this aspect of the disclosure requirement in 2019. It can 
be expected that they will comply for their 2020 financial year-end to comply with the industry 
norm of full compliance with both aspects.  
 
4.3.4 Disclosure Requirement 4  
 
The fourth disclosure requirement of KING IV principle 12 is as follows: 
 
“Planned areas of future focus” (IoDSA, 2016, p.63) 
 
The final disclosure requirement of KING IV principle 12 is not particularly clear on what 
planned areas of future focus should entail. As included above, as per the guidance given by 
KING IV in the Roadmap to disclosure to the application of KING IV, it includes that for each 
principle, one must consider the recommended practices that came before it in order to assist 
in the implementation of the disclosure requirements of KING IV. After that, one must assess 
the completed disclosure and determine if any necessary enhancements are needed to enable 
the users to make an informed decision in assessing the quality of the governance of the 
particular principle (IoDSA, 2016).  
 
Therefore, Planned Areas of future focus would include any of the recommended practices 
included under KING IV principle 12. An example would be the Key Areas of focus for the 
following financial year, which would, in turn, be disclosed under disclosure requirement 2 of 
KING IV principle 12 in the following year. This would include any expected changes in policy 
and expected acquisition or disposal of significant assets or infrastructure or other objectives. 
The Planned Areas of Future focus would include those Key Areas of Focus that will be 





Question 4 outcome: 
Table 4-13:  Results of disclosure requirement 4 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 Yes Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 No No 
Compliance 83% 83% 
 
As noted from the findings, not all the banks listed on the JSE complied with disclosure 
requirement 4 of KING IV principle 12. This non-compliance occurred in both 2018 and 2019. 
By not disclosing these areas of future focus, the governing body does not indicate to the 
users of the governance reports what the areas of future focus would be, which ideally 
represent the banks' future objects concerning the governance of IT.  
 
Such non-disclosure may impact the user’s decision-making ability by being unable to 
determine what the bank plans to work on in the following financial year. Therefore, non-
compliance with this disclosure requirement may have an impact on the decision-making 
ability of the users of governance reports as well as the compliance requirements of the banks 
with regards to KING IV and, in turn, the JSE listing requirements.  
 
From the investigation conducted, Bank 6 did not comply with the last disclosure requirement 
of principle 12. It is uncertain why the bank did not disclose their planned areas of future focus 
for either of the 2018 or 2019 financial years. This may be due to the governing body not being 
comfortable with their plans being disclosed or that the planned areas of future focus are still 
to be determined for the bank in the medium to long term, resulting in the bank not fully 




4.4 Overall findings of compliance to KING IV principle 12 IT governance 
 
Based on the findings above, the following compliance with KING IV principle 12 has been 
determined for the banks listed on the JSE for the financial years ending 2018 and 2019: 
 
Overall  outcome: 
Table 4-14:  Overall Results of the disclosure requirements of KING IV principle 12 
Bank Reference 2018 2019 
Bank 1 Yes Yes 
Bank 2 Yes Yes 
Bank 3 No Yes 
Bank 4 Yes Yes 
Bank 5 Yes Yes 
Bank 6 No No 
Compliance 67% 83% 
 
As noted from the findings, not all the banks listed on the JSE are overall compliant with the 
disclosure requirements of KING IV principle 12. This overall non-compliance has occurred in 
both 2018 and 2019. However, it can be identified that the banks have improved their 
compliance and disclosure from 2018 through to 2019.  
 
We can expect to see the compliance improved further for the financial year ended 2020 for 
all the banks listed on the JSE. Bank 6 can be identified as the main bank that has not fully 
complied with the KING IV principle 12 disclosure requirements. However, as the disclosure 
is improving in the financial industry year on year, it can be expected that bank 6 will improve 
its disclosure requirements for their 2020 financial year-end.  
 
4.5 Implications of Findings and Conclusion 
 
This empirical study conducted in Chapter 4 had the aim to investigate the extent to which the 
banks listed on the JSE comply with the IT governance disclosures of KING IV principle 12 for 
the financial years ended 2018 and 2019. The findings indicate that most of the banks listed 
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on the JSE comply with the disclosure requirements. For those banks that have not fully 
complied, an improvement from 2018 to the 2019 financial year-end was noted.  
 
Concerning the banks’ disclosures of cyber-attacks, it is clear that the banks had a drastic 
increase in cyber-attacks from 2018 to 2019, with a further increase expected in 2020. Based 
on this, it can be noted that the banks have vastly improved their disclosure from the financial 
year ended 2018 to 2019. This would result not only in improving the decision making of the 
users of the governance disclosures but would also ensure the banks become fully compliant 
with KING IV and the Cybercrimes bill, thus benefiting both the bank and the stakeholder.  
 
In considering this empirical study, regarding the impact of the IT governance disclosures of 
KING IV principle 12, this study may be beneficial to those charged with governance in 
evaluating the IT information included in their integrated reports or related governance reports. 
This is to ensure that emphasis is placed on the efficient and effective communication of the 
IT governance disclosure as it will result in overall improved decision making by the users of 
the governance reports. The disclosure of KING IV IT governance may result in more thorough 
disclosures of the overall company.  
 
The issue that the banks are still not fully compliant with the disclosures of KING IV principle 
12 may indicate that the governing body may require further guidance on disclosure of certain 
items, such as the second and third disclosure requirements of KING IV principle 12. This 
study recommends the banks consider King IV's recommended practices when applying their 
minds to the disclosure required for KING IV and cyber-attacks experienced.  
 
Chapter 5 will detail the summary of findings from this empirical study and the literature review 
conducted in Chapter 2 to display how the objectives of the study have been achieved.   
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CHAPTER 5 CONCLUSION 
 
5.1 Introduction  
 
The purpose of Chapter 5 is to conclude the findings drawn from the literature review and the 
conclusions drawn from the empirical study performed in Chapter 4 in line with the limitations 
of scope imposed on this study. After that, recommendations will be detailed and areas for 




This research study's primary objective was to evaluate the extent of the IT security and 
governance disclosures per King IV of financial institutions listed on the JSE. The secondary 
objective was to determine the extent to which financial institutions disclose the cyber-attacks 
experienced during a financial period.  
 
This chapter addresses the outcomes of the primary and secondary objective of this research 
study, which was to evaluate the extent of the IT security and governance disclosures of banks 
listed on the JSE as per KING IV principle 12, as well as determine the extent to which banks 
disclose the cyber-attacks experienced during a financial period.  
 
5.3 Findings drawn from the literature review 
 
The literature review conducted in Chapter 2 identified that cyber-attacks are a key security 
risk and concern for all financial institutions. Several risks and opportunities were identified 
concerning the banking industry, emphasising the banks listed on the JSE. IT governance's 
importance was highlighted, explicitly emphasising the banking industry in South Africa. IT 
governance is a key aspect of any of the banks in the banking industry's strategic corporate 
governance, which requires oversight from those charged with governance.  
 
A key identification was that banks showed strength in their IT governance and an improved 
level of productivity. Thus, the critical aspect is that their governing boards’ characteristics 
significantly influence banks.  
 
The key findings from the literature review are as follows: 
● Cyber-attacks in the banking industry are constantly increasing worldwide, which is 
increasingly also felt in South Africa.  
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● The cyber-attacks are also becoming increasingly complex and more challenging to 
identify and mitigate.  
● The number of cyber-attacks has further increased in size and magnitude during the 
COVID-19 worldwide pandemic.  
● The South African banking industry has been identified as an emerging banking 
industry. It also reflects a mature banking industry's characteristics as identified in a 
developed country; the South African banking industry lacks technical guidance, 
supervision, and specific disclosures but promotes several good characteristics.  
● The South African banking environment is becoming highly digitized with the new 
banking entrants into the South African banking market, thereby increasing the impact 
of possible cyber-attacks.  
● Accountability and transparency are key elements in the framework of corporate 
governance. 
● The governing body is accountable and responsible for the IT governance of the 
company.  
● With the implementation of KING IV, the banks listed on the JSE no longer have the 
ability to apply only specific sections of the KING Code. Rather they have to apply all 
of the principles of KING IV and explain their application of KING IV.  
● KING IV enforced the understanding that good corporate governance is holistic and 
relates to a company’s interrelated components.  
● Good corporate governance is not a tick-box approach or just a compliance exercise 
but relates to how the company should be handled and operated with a good 
governance culture.  
● KING IV has purposefully separated information and technology in the naming of 
principle 12. The reasoning for this is that the KING committee wanted to focus on the 
fact that information and technology can stand on their own and are separate concepts.  
● All six banks listed on the JSE banking sector would need to apply KING IV to comply 
with their JSE listing requirements.  
 
5.4 Disclosure of IT governance by the banks listed on the JSE 
 
From the empirical study performed in chapter 4 with specific emphasis on the IT governance 
disclosure and cyber-attacks in the banking industry concerning the banks listed on the JSE, 
the following key findings were determined.  
 
It was found that not all the banks fully complied with the disclosure requirements of KING IV 
principle 12. However, based on the findings in the empirical study, the banks' compliance 
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listed on the JSE has improved year on year from 2018 to 2019 financial year-end. It is 
surmised that the banks listed on the JSE do not fully understand the disclosure requirements 
of KING IV principle 12 and the impact this disclosure would have on the users of the 
governance reports.   
 
Concerning the banks’ disclosures of cyber-attacks, it is clear that the banks had a drastic 
increase in cyber-attacks from 2018 to 2019, with a further increase expected in 2020. Based 
on this, it can be noted that the banks have improved their disclosure from the financial year 
ended 2018 to 2019. This would result not only in improving the decision making of the users 
of the governance disclosures but would also enable the banks become fully compliant with 
KING IV and the Cybercrimes bill, thus benefiting both the bank and the stakeholder.  
 
In considering this empirical study, regarding the impact of the IT governance disclosures of 
KING IV principle 12, the findings of the present study would benefit the governing body in 
evaluating the IT information included in their integrated reports or related governance reports 
in order to ensure that emphasis is placed on the efficient and effective communication of the 
IT governance disclosure as it will result in overall improved decision making by the users of 
the governance reports. The disclosure of KING IV IT governance may result in more thorough 




It is recommended that the financial institutions (listed on the JSE or not) place greater 
emphasis on their IT governance treatment and disclosure. IT governance is a key aspect to 
overall good corporate governance, given that banks have become far more technological and 
the fact the majority of the world’s money is no longer acutal cash. The disclosures provided 
by the banks listed on the JSE should be completed further in the future in order to provide 
stakeholders with a more transparent view of how IT governance is treated at the banks. 
Furthermore, the banks should include additional disclosure in their integrated reports 
surrounding this, or they should publish a governance document that should be referenced in 
the integrated report and made readily available for all stakeholders. However, this study's 
limitations should be taken into consideration as this study only dealt with the banks listed on 
the JSE on the banking sector for the years ending 31 December 2018 and 2019. This study 
did not consider other types of financial institutions. Therefore, this study is not generalizable 




5.6 Areas for future research  
 
This study has been based primarily on KING IV principle 12 IT governance, emphasising 
cyber-attacks experienced in the banking industry, specifically in South Africa. This study had 
the aim of determining to what extent banks listed on the JSE disclosed their compliance with 
KING IV principle 12 IT governance. Such disclosure has been documented in the banks 
Integrated Reports or other published governance reports referenced in the Integrated 
Reports. However, as determined in the empirical study of Chapter 4, it was determined that 
the banks did not fully comply with the disclosure requirements of KING IV principle 12. This 
may be an area for further study to determine why the banks failed to comply fully and what 
can be done to ensure that the banks comply in the future.  
 
This study can be further replicated in other developing countries in the banking industry, to 
determine whether this study's results apply to South Africa or other countries, specifically 
Africa.  
 
Another area that may be used for future studies is to perform an analysis of the KING IV 
principle 12 disclosure requirements of banks that have not been listed on the JSE and are 
relatively new to the South African banking environment, as mentioned in the literature review 
of chapter 2. As these relatively new banks are highly technological, it would be imperative for 





The South African banking environment is evolving and moving towards a more digital 
landscape with the inclusion of new and old entrants. Banks are innovating new ways to assist 
South Africans better and how to protect the money of their South African customers. Banking 
is soon going to be customised to each customer’s needs and lifestyles. With each 
customisation, banks are continually looking for new and improved methods to protect 
themselves, and their customers from cyber-attacks increasing in volume and sophistication. 
Cyber-attack risk mitigation and monitoring is a high-risk area that South African banks will be 
looking into.  
 
KING IV has improved on the governance of IT in a manner that enables all companies to 
grasp new opportunities that are arising as well as how to mitigate the new risk that comes 
with the 4th industrial revolution. The improvements in the KING Code will enable the 
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governing bodies of various companies to grasp opportunities that arise and assist in 
mitigating new risks occurring that relate to the 4th industrial revolution. The KING Code also 
aims to aid stakeholders in recommending that companies disclose how they have applied 
KING IV to protect IT. This aims to give stakeholders a sense of comfort.  
 
Even with the banks' governance frameworks, cyber-attacks are just a new method used by 
bank robbers to steal as much currency as possible. The onus is on the bank’s governing body 
to ensure that their security systems can withstand the surge in cyber-attacks. Banks need to 
ensure that their technology and information are protected at all times to comply with various 
regulations, such as the PoPI act, Cyber-Crimes bill, and the KING IV Code.  
 
Banks can also give a sense of comfort to their stakeholders by reporting the necessary 
disclosure as required by the King IV Code. Through the literature, research conducted has 
determined that KING IV is mainly a voluntary Code for companies to apply and integrate into 
their operations. KING IV has improved on the governance that companies can implement to 
govern their IT in a manner that enables them to not only mitigate the increasing number of IT 
risks but also to grasp all of the new opportunities that are arising from the continual changes 
in technology arising from the 4th industrial revolution.  
 
KING IV is also a set of principles that companies can use as a form of guidance to find a way 
for them to protect themselves against cyber-attacks. As cyber-attacks are now increasing in 
numbers of attacks and sophistication, companies need to continually ensure that their 
security systems can with-stand the continual onslaught of cyber-attacks daily. KING IV 
includes some governing principles that companies may implement to help them against the 
continual cyber-attacks. As the cyber-attacks are becoming more sophisticated, the banks' 
security system needs to improve to mitigate them.  
 
The empirical study conducted in Chapter 4 aimed to investigate the KING IV principle 12 IT 
governance disclosures of the six banks listed on the JSE. This study's findings identified the 
need for stronger IT governance and increased transparency and accountability needed by 
the banks of South Africa. This study has further revealed that even though the banks included 
in the study are required to comply with KING IV fully, they have not done so. This may further 
indicate that the banks do not fully understand the compliance requirements of KING IV or 
how to deal with the drastic increase in cyber-attacks.  
 
Concerning the banks' disclosures of cyber-attacks, it is clear that the banks had a increase 
in cyber-attacks from 2018 to 2019, whether this relates to an actual increase in cyber-attacks 
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of just improved disclosure, it is expected that there will be a further increase in cyber-attacks 
in 2020.  
 
Overall, it can be noted that the banks have vastly improved their disclosure from the financial 
years ended included on 31 December 2018 to 2019. This would result not only in improving 
the decision making of the users of the governance disclosures but would also ensure the 
banks become fully compliant with KING IV, the POPI Act, and the Cybercrimes bill, thus 
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Appendix 1: Compliance with KING IV principle 12 checklist and cyber-attacks 
Test KING IV principle 12 IT governance disclosure compliance questions 2018 2019 
1. Does the bank disclose in its Integrated Annual report an overview of 
the arrangements for governing and managing technology and 
information? 
  
2. Does the bank disclose in its Integrated Annual report the key areas 
of focus during the reporting period relating to its: 
  
 1. Objectives achieved in relation to technology and information 
governance? 
  
 2. Any changes in its policies relating to its technology and 
information governance? 
  
 3. Any siginificant transaction such as acquisitions in relation to its 
technology and information governance? 
  
 4. Any remedial actions taken by management as a result of major 
incidents in relation to technology and information governence such 
as cyber-attacks experienced during the year? 
  
3. 1. Does the bank disclose in its Integrated Annual Report any actions 
taken to monitor the effectiveness of technology and information? 
  
 2. Does the bank disclose in its Integrated Annual Report how the 
outcomes where addressed in monitoring the effectiveness of 
technology and information? 
  
4. Does the bank disclose in its Integrated Annual Report any planned 
areas of future focus in relation to technology and information 
governance? 
  
 
